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and restarted that was something, given the serious nature of the breach
of our terms.”
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“The following additional terms apply to you if you place an order

through our online advertising portal (‘Order’):

1. When you place an Order, you will tell us the type of advertising
you want to buy, and your bid. If we accept your Order, we will
deliver your ads as inventory becomes available.

2. You will pay for your Orders in accordance with our Payment
Terms. The amount you owe will be calculated based on our
tracking mechanisms.

4. We will determine the size, placement, and positioning of your
ads.”™®
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NN PNMIYA Facebook D nampnn DiD1an N2 MYSNNI MUnT NN
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2NU9D Nnn e voam Facebook-2 nnyTpn mma N9 110

WYY WIDIYN 5 ,77%22 N9 28.8.2009 0vn SRR -5 12 won v 1yn Milner 9n 198 65.4
7. DN 190 "DINMNN DIDIVVD” T DYNINN

... what's extremely clear throughout that section is that
advertising can only appear on Facebook if it [was] bought for
and paid for via Facebook. So my understanding of those
terms as they were applied were extremely clear... you cannot
[have] people purchasing advertising directly from you and fo
put on your page... it's very clearly states that you buy
advertising from Facebook... it's very clear in 11.2 — you will
pay for youfr] orders in accordance with that payment. It's
very clear that advertising on Facebook can only be contracted
with Facebook".
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5y '8N WX Facebook -a #Policy Director” -3 ynan Milner 9nw NoX .37 nwann xw
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. Milner 9n 200w %3 970 7MY ¥ NN ¥y

"In my capacity as Policy Director for Facebook, I am party to (amongst
other things) decisions concerning the suspension or removal of content
or accounts on the Facebook Service where it relates fo matters within the
geographical region for which I am responsible (namely, the UK, Middle
East and Africa). Due fto the large number of content reports that
Facebook receives on a daily basis, I am not personally involved in each
content removal decision. I am, however, typically consulted in situations
that may be particularly difficult, sensitive, or high-profile. In the present
case, I consulted with other members of the Facebook team after
Facebook Ireland had become aware that the “Statusim MetZaifzim” page
was acting in violation of Facebook’s termns of service, and was
consequently removed. I can therefore speak with authority as to both the
lypical decision-making process conducted by Facebook Ireland when
considering whether to remove confent, as well as the particular
circumstances of this case, which are set out below".
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""There is nobody more expert than me available fo the court in respect of
this matter".
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“By using or accessing the Facebook Services, you agree to this Statement, as
updated [rom time to time in accordance with Section 13 below".
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:17N972 V19, ("oMPYr) »Amendments” INIMOW 13 YO

“1. We’ll notify you before we make changes to these terms and give you
the opportunity fo review and comment on the revised terms before
confinuing to use our Services.

2. If we make changes fo policies, guidelines or other terms referenced in
or incorporated by this Statement, we_may provide notice on the Site
Governance Page.

3. Your continued use of the Facebook Services, following nofice of the
changes to our ferms, policies or guidelines, constitutes your acceptance
of our amended terms, policies or guidelines. 3
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United States Code Service - Titles 1 through 54 > TITLE 47. TELECOMMUNICATIONS >

CHAPTER 5. WIRE OR RADIO COMMUNICATION > COMMON CARRIERS > COMMON CARRIER

REGULATION

§ 230. Protection for private blocking and screening of offensive material

{a) Findings. The Congress finds the following:

m

()

(3)

4

(5)

The rapidly developing array of Internet and other interactive computer services available to individual
Americans represent an extraordinary advance in the availability of educational and informational
resources to our citizens.

These services offer users a great degree of control over the information that they receive, as well as
the potential for even greater control in the future as technology develops.

The Internet and other interactive computer services offer a forum for a true diversity of political
discourse, unique opportunities for cultural development, and myriad avenues for intellectual activity.

The Internet and other interactive computer services have flourished, to the benefit of all Americans,
with a minimum of government regulation.

Increasingly Americans are relying on interactive media for a variety of political, educational, cultural,
and entertainment services.

(b) Policy. ltis the policy of the United States—

(1)

()

(3)

(4)

(3)

to promote the continued development of the Interet and other interactive computer services and
other interactive media;

to preserve the vibrant and competitive free market that presently exists for the Internet and other
interactive computer services, unfettered by Federal or State regulation;

to encourage the development of technologies which maximize user control over what information is
received by individuals, families, and schools who use the Internet and other interactive computer
services,

to remove disincentives for the development and utilization of blocking and filtering technologies that
empower parents to restrict their children's access to objectionable or inappropriate online material;
and

to ensure vigorous enforcement of Federal criminal laws to deter and punish trafficking in obscenity,
stalking, and harassment by means of computer.

(c) Protection for "Good Samaritan” blocking and screening of offensive material.

(1

(2)

Treatment of publisher or speaker. No provider or user of an interactive computer service shall be
treated as the publisher or speaker of any information provided by another information content
provider.

Civil liability. No provider or user of an interactive computer service shall be held liable on account of--
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(A) any action voluntarily taken in good faith to restrict access to or availability of material that the

provider or user considers to be obscene, lewd, lascivious, filthy, excessively violent, harassing, or
otherwise objectionable, whether or not such material is constitutionally protected; or

(B) any action taken to enable or make available to information content providers or others the

technical means to restrict access to material described in paragraph (1) [subparagraph (A)].

(d) Obligations of interactive computer service. A provider of interactive computer service shall, at the time of
entering an agreement with a customer for the provision of interactive computer service and in a manner
deemed appropriate by the provider, notify such customer that parental control protections (such as
computer hardware, software, or filtering services) are commercially available that may assist the customer
in limiting access to material that is harmful to minors. Such notice shall identify, or provide the customer
with access to infarmation identifying, current providers of such protections.

(e)

U]

Effect on other laws.

(1)

(2)

(3)

4)

No effect on criminal law. Nothing in this section shall be construed to impair the enforcement of
section 223 or 231 of this Act [47 USCS § 223 or 231], chapter 71 (relating to obscenity) or 110
(relating to sexual exploitation of children) of title 18, United States Code {18 USCS §§ 1460 et seq. or
§§ 2251 et seq.], or any other Federal criminal statute.

No effect on intellectual property law. Nothing in this section shall be construed to limit or expand any
law pertaining to intellectual property.

State law. Nothing in this section shall be construed to prevent any State from enforcing any State law
that is consistent with this section. No cause of action may be brought and no liability may be imposed
under any State or local law that is inconsistent with this section.

No effect on communications privacy law. Nothing in this section shall be construed to limit the
application of the Electronic Communications Privacy Act of 1986 or any of the amendments made by
such Act, or any similar State law.

Definitions. As used in this section:

1M

(2)

(3)

(4)

Internet. The term "Internet” means the international computer network of both Federal and non-
Federal interoperable packet switched data networks.

Interactive computer service. The term "interactive computer service” means any information service,
system, or access software provider that provides or enables computer access by multiple users to a
computer server, including specifically a service or system that provides access to the Internet and
such systems operated or services offered by libraries or educational institutions.

Information content provider. The term "information content provider” means any person or entity that
is responsible, in whole or in part, for the creation or development of information provided through the
Internet or any other interactive computer service.

Access software provider. The term "access software provider' means a provider of software (including
client or server software), or enabling tools that do any one or more of the following:

(A) filter, screen, allow, or disallow content;
(B) pick, choose, analyze, or digest content; or

(C} transmit, receive, display, forward, cache, search, subset, organize, reorganize, or translate
content.
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Opinion

[*328] WILKINSON, Chief Judge:

Kenneth Zeran brought this action against America Online, Inc. ("AOL"), arguing that AOL unreasonably delayed in
removing defamatory messages posted by an unidentified third party, refused to post retractions of those
messages, and failed to screen for similar postings thereafter. The district court granted judgment [**2] for AOL on
the grounds that the Communications Decency Act of 1996 ("CDA") — 47 U.S.C. § 230 -- bars Zeran's claims.
Zeran appeals, arguing that § 230 leaves intact liability for interactive computer service providers who possess
notice of defamatory material posted through their services. He also contends that § 230 does not apply here
because his claims arise from AOL's alleged negligence prior to the CDA's enactment. Section 230, however,
plainly immunizes computer service providers like AOL from liability for information that originates with third parties.
Furthermore, Congress clearly expressed its intent that § 230 apply to lawsuits, like Zeran's, instituted after the
CDA's enactment. Accordingly, we affirm the judgment of the district court.

L
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"The Internet is an international network of interconnected computers,” currently used by approximately 40 million
people worldwide. Renov. ACLU, 521 U.S. 844, 138 | Ed. 2d 874, 117 S. Ct. 2329, 2334 (1997). One of the many
means by which individuals access the Internet is through an interactive computer service. These services offer not
only a connection to the Internet as a whole, ['329] but also allow their subscribers to access information
communicated and [**3] stored only on each computer service's individual proprietary network. /d. AOL is just such
an interactive computer service. Much of the information transmitted over its network originates with the company's
millions of subscribers. They may transmit information privately via electronic mail, or they may communicate
publicly by posting messages on AOL bulletin boards, where the messages may be read by any AOL subscriber.

The instant case comes before us on a motion for judgment on the pleadings, see Fed. R. Civ. P. 12(c), so we
accept the facts alleged in the complaint as true. Bruce v. Riddle, 631 F.2d 272, 273 (4th Cir. 1980). On April 25,
1995, an unidentified person posted a message on an AOL bulletin board advertising "Naughty Oklahoma T-Shirts."
The posting described the sale of shirts featuring offensive and tasteless slogans related to the April 19, 1995,
bombing of the Alfred P. Murrah Federal Building in Oklahoma City. Those interested in purchasing the shirts were
instructed to call "Ken" at Zeran's home phone number in Seattle, Washington. As a result of this anonymously
perpetrated prank, Zeran received a high volume of calls, comprised primarily of angry and[*4] derogatory
messages, but also including death threats. Zeran could not change his phone number because he relied on its
availability to the public in running his business out of his home. Later that day, Zeran called AOL and informed a
company representative of his predicament. The employee assured Zeran that the posting would be removed from
AOL's bulletin board but explained that as a matter of policy AOL would not post a retraction. The parties dispute
the date that AOL removed this original posting from its bulletin board.

On April 26, the next day, an unknown person posted another message advertising additional shirts with new
tasteless slogans related to the Oklahoma City bombing. Again, interested buyers were told to call Zeran's phone
number, to ask for "Ken,” and to "please call back if busy" due to high demand. The angry, threatening phone calls
intensified. Over the next four days, an unidentified party continued to post messages on AOL's bulletin board,
advertising additional items including bumper stickers and key chains with still more offensive slogans. During this
time period, Zeran called AOL repeatedly and was told by company representatives that the individual account [~5]
from which the messages were posted would soon be closed. Zeran also reported his case to Seattle FBI agents.
By April 30, Zeran was receiving an abusive phone call approximately every two minutes.

Meanwhile, an announcer for Oklahoma City radio station KRXO received a copy of the first AOL posting. On May
1, the announcer related the message's contents on the air, attributed them to "Ken" at Zeran's phone number, and
urged the listening audience to call the number. After this radio broadcast, Zeran was inundated with death threats
and other violent calis from Oklahoma City residents. Over the next few days, Zeran talked to both KRXO and ACL
representatives. He also spoke to his local police, who subsequently surveilled his home to protect his safety. By
May 14, after an Oklahoma City newspaper published a story exposing the shirt advertisements as a hoax and after
KRXO made an on-air apology, the number of calls to Zeran's residence finally subsided to fifteen per day.

Zeran first filed suit on January 4, 1996, against radio station KRXO in the United States District Court for the
Western District of Oklahoma. On April 23, 1996, he filed this separate suit against AOL in the same [**6] court.
Zeran did not bring any action against the party who posted the offensive messages. ' After Zeran's suit against
AOL was transferred to the Eastern District of Virginia pursuant to 28 U.S.C. § 1404(a), AQL answered Zeran's
complaint and interposed 47 U.S.C. § 230 as an affirmative defense. AOL then moved for judgment on the
pleadings pursuant to Fed. R. Civ. P. 12(c). ["330] The district court granted AOL's motion, and Zeran filed this
appeal.

A

1 Zeran maintains that AOL made it impossible to identify the original party by failing to maintain adequate records of its users.
The issue of AOL's record keeping practices, however, is not presented by this appeal.
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Because § 230 was successfully advanced by AOL in the district court as a defense to Zeran's claims, we shall
briefly examine its operation here. Zeran seeks to hold AOL liable for defamatory speech initiated by a third party.
He argued to the district court that once he notified AOL of the unidentified third party's hoax, AOL had a duty to
remove [**7] the defamatory posting promptly, to notify its subscribers of the message's false nature, and to
effectively screen future defamatory material Section 230 entered this litigation as an affimative defense pled by
AOL. The company claimed that Congress immunized interactive computer service providers from claims based on
information posted by a third party.

The relevant portion of § 230 states: "No provider or user of an interactive computer service shall be treated as the
publisher or speaker of any information provided by another information content provider." 47 U.S.C. § 230(c)(1). 2
By its plain language, § 230 creates a federal immunity to any cause of action that would make service providers
liable for information originating with a third-party user of the service. Specifically, § 230 precludes courts from
entertaining claims that would place a computer service provider in @ publisher's role. Thus, lawsuits seeking to
hold a service provider liable for its exercise of a publisher's traditional editorial functions -- such as deciding
whether to publish, withdraw, postpone or alter content - are barred.

8] The purpose of this statutory immunity is not difficult to discern. Congress recognized the threat that tort-
based lawsuits pose to freedom of speech in the new and burgeoning Internet medium. The imposition of tort
liability on service providers for the communications of others represented, for Congress, simply another form of
intrusive government regulation of speech. Section 230 was enacted, in part, to maintain the robust nature of
Internet communication and, accordingly, to keep government interference in the medium to a minimum. In specific
statutory findings, Congress recognized the Internet and interactive computer services as offering "a forum for a
true diversity of political discourse, unique opportunities for cultural development, and myriad avenues for
intellectual activity.” /d. § 230(a)(3). It also found that the Internet and interactive computer services "have
flourished, to the benefit of all Americans, with a minimum of government regulation.” Id. § 230(a)(4) (emphasis
added). Congress further stated that it is "the policy of the United States . . . to preserve the vibrant and competitive
free market that presently exists for the Internet and other [~9] interactive computer services, unfettered by Federal
or State regulation.”" Id. § 230(b)(2) (emphasis added).

None of this means, of course, that the original culpable party who posts defamatory messages would escape
accountability. While Congress acted to keep government regulation of the Internet to a minimum, it also found it to
be the policy of the United States "to ensure vigorous enforcement of Federal criminal laws to deter and punish
trafficking in obscenity, stalking, and harassment by means of computer.” /d. § 230(b)(5). Congress made a policy
choice, however, not to deter harmmful online speech through the separate route of imposing tort liability on
companies that serve as intermediaries [*331] for other parties’ potentially injurious messages.

Congress' purpose in providing the § 230 immunity was thus evident. Interactive computer services have millions of
users. See Reno v. ACLU, 117 S. Ct._at 2334 (noting that at time of district court trial, "commercial online services
had almost 12 million individual subscribers”). The amount of information communicated via interactive computer
services is therefore staggering. The specter of tort liability in an area of [*10] such prolific speech would have an
obvious chilling effect. It would be impossible for service providers to screen each of their millions of postings for
possible problems. Faced with potential liability for each message republished by their services, interactive
computer service providers might choose to severely restrict the number and type of messages posted. Congress
considered the weight of the speech interests implicated and chose to immunize service providers to avoid any
such restrictive effect.

2 gection 230 defines "interactive computer service” as "any information service, system, Or access software provider that
provides or enables computer access by multiple users to a computer server, including specifically a service or system that
provides access to the Internet and such systems operated or services offered by libraries or educational institutions " 47 U.S.C.
§ 230(e)(2). The term "information content provider” is defined as "any person or entity that is responsible, in whole or in part, for
the creation or development of information provided through the Internet or any other interactive computer service." Id. §
230(e)(3). The parties do not dispute that AOL falls within the CDA's "interactive computer service" definition and that the
unidentified third party who posted the offensive messages here fits the definition of an “information content provider.”



Page 4 of 8
Zeran v. Am. Online, Inc.

Ancther important purpose of § 230 was to encourage service providers to self-regulate the dissemination of
offensive material over their services. In this respect, § 230 responded to a New York state court decision, Strafton
Oakmont v. Prodigy Servs. Co., 1995 N.Y. Misc. LEXIS 229, 1995 WL 323710 (N.Y. Sup. Ct. May 24_1995). There,
the plaintiffs sued Prodigy — an interactive computer service like AOL — for defamatory comments made by an
unidentified party on one of Prodigy's bulletin boards. The court held Prodigy to the strict liability standard normaily
applied to original publishers of defamatory statements, rejecting Prodigy's claims that it should be held only to the
lower "knowledge” standard [**11] usually reserved for distributors. The court reasoned that Prodigy acted more
like an original publisher than a distributor both because it advertised its practice of controlling content on its service
and because it actively screened and edited messages posted on its bulletin boards.

Congress enacted § 230 to remove the disincentives to self-regulation created by the Stratton Qakmont decision.
Under that court's holding, computer service providers who regulated the dissemination of offensive material on
their services risked subjecting themselves to liability, because such regulation cast the service provider in the role
of a publisher. Fearing that the specter of liability would therefore deter service providers from blocking and
screening offensive material, Congress enacted § 230's broad immunity “to remove disincentives for the
development and utilization of blocking and filtering technologies that empower parents to restrict their children's
access to objectionable or inappropriate online material.” 47 U.S.C. § 230(b)(4). In line with this purpose, § 230
forbids the imposition of publisher liability on a service provider for the exercise of its editorial and self-
regulatory [*12] functions.

B.

Zeran argues, however, that the § 230 immunity eliminates only publisher liability, leaving distributor liability intact.
Publishers can be held liable for defamatory statements contained in their works even absent proof that they had
specific knowledge of the statement's inclusion. W. Page Keeton et al., Prosser and Keeton on the Law of Torts §
113, at 810 (5th ed. 1984). According to Zeran, interactive computer service providers like ACL are normally
considered instead to be distributors, like traditional news vendors or book sellers. Distributors cannot be held liable
for defamatory statements contained in the materials they distribute unless it is proven at a minimum that they have
actual knowledge of the defamatory statements upon which liability is predicated. Id. at 811 (explaining that
distributors are not liable "in the absence of proof that they knew or had reason to know of the existence of
defamatory matter contained in matter published").

Zeran contends that he provided AOL with sufficient notice of the defamatory statements appearing on the
company's bulletin board. This notice is significant, says Zeran, because AOL could be held liable as[*13] a
distributor only if it acquired knowledge of the defamatory statements' existence.

Because of the difference between these two forms of liability, Zeran contends that the term "distributor” carries a
legally distinct meaning from the term "publisher.” [*332] Accordingly, he asserts that Congress' use of only the
term "publisher” in § 230 indicates a purpose to immunize service providers only from publisher liability. He argues
that distributors are left unprotected by § 230 and, therefore, his suit should be permitted to proceed against AOL.
We disagree. Assuming arguendo that Zeran has satisfied the requirements for imposition of distributor liability, this
theory of liability is merely a subset, or a species, of publisher liability, and is therefore also foreclosed by § 230.

The terms "publisher" and "distributor" derive their legal significance from the context of defamation law. Although
Zeran attempts to artfully plead his claims as ones of negligence, they are indistinguishable from a garden variety
defamation action. Because the publication of a statement is a necessary element in a defamation action, only one
who publishes can be subject to this form of tort liability. [*14] Restatement ( Second) of Torts § 558(b) (1977);
Keeton et al., supra, § 113, at 802. Publication does not only describe the choice by an author to include certain
information. In addition, both the negligent communication of a defamatory statement and the failure to remove
such a statement when first communicated by another party — each alleged by Zeran here under a negligence label
— constitute publication. Restatement (Second) of Torls § 577, see also Tacket v. General Motors Corp., 836 F.2d
1042, 1046-47 (7th Cir. 1987). In fact, every repetition of a defamatory statement is considered a publication.
Keeton et al., supra, § 113, at 799.
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In this case, AOL is legally considered to be a publisher. "Every one who takes part in the publication . . . is charged
with publication." Id. Even distributors are considered to be publishers for purposes of defamation law:

Those who are in the business of making their facilities available to disseminate the writings composed, the
speeches made, and the information gathered by others may also be regarded as participating to such an
extent in making the books, newspapers, magazines, and information available to others [*15] as to be
regarded as publishers. They are intentionally making the contents available to others, sometimes without
knowing all of the contents - including the defamatory content - and sometimes without any opportunity to
ascertain, in advance, that any defamatory matter was to be included in the matter published.

/d. at 803. AOL falls squarely within this traditional definition of a publisher and, therefore, is clearly protected by §
230's immunity.

Zeran contends that decisions like Strafton Oakmont and Cubby, Inc. v. CompuServe Inc., 776 F. Supp. 135
(S.D.N.Y. 1991), recognize a legal distinction between publishers and distributors. He misapprehends, however, the
significance of that distinction for the legal issue we consider here. It is undoubtedly true that mere conduits, or
distributors, are subject to a different standard of liability. As explained above, distributors must at a minimum have
knowledge of the existence of a defamatory statement as a prerequisite to liability. But this distinction signifies only
that different standards of liability may be applied within the larger publisher category, depending on the specific
type of publisher concerned. [™16] See Keeton et al., supra, § 113, at 799-800 (explaining thal every party
involved is charged with publication, although degrees of legal responsibility differ). To the extent that decisions like
Stratton and Cubby utilize the terms "publisher” and "distributor” separately, the decisions correctly describe two
different standards of liability. Stratton and Cubby do not, however, suggest that distributors are not also a type of
publisher for purposes of defamation law.

Zeran simply attaches too much importance to the presence of the distinct notice element in distributor liability. The
simple fact of notice surely cannot transform one from an criginal publisher to a distributor in the eyes of the law. To
the contrary, once a computer service provider receives notice of a potentially defamatory posting, it is thrust into
the role of a traditional publisher. The computer service provider must decide whether to publish, edit, or withdraw
the posting. In this respect, Zeran seeks to impose liability on AOL for assuming the [*333] role for which § 230
specifically proscribes liability -- the publisher role.

Our view that Zeran's complaint treats AOL as a publisher is [*17] reinforced because AOL is cast in the same
position as the party who originally posted the offensive messages. According to Zeran's logic, AOL is legally at
fault because it communicated to third parties an allegedly defamatory statement. This is precisely the theory under
which the original poster of the offensive messages would be found liable. If the original party is considered a
publisher of the offensive messages, Zeran certainly cannot attach liability to AOL under the same theory without
conceding that AOL too must be treated as a publisher of the statements.

Zeran next contends that interpreting § 230 to impose liability on service providers with knowledge of defamatory
content on their services is consistent with the statutory purpeses outlined in Part lIA. Zeran fails, however, to
understand the practical implications of notice liability in the interactive computer service context. Liability upon
notice would defeat the dual purposes advanced by § 230 of the CDA. Like the strict liability imposed by the
Stratton Oakmont court, liability upon notice reinforces service providers' incentives to restrict speech and abstain
from self-regulation.

If computer service providers [*18] were subject to distributor liability, they would face potential liability each time
they receive notice of a potentially defamatory statement - from any party, concerning any message. Each
notification would require a careful yet rapid investigation of the circumstances surrounding the posted information,
a legal judgment concerning the information's defamatory character, and an on-the-spot editorial decision whether
to risk liability by allowing the continued publication of that information. Although this might be feasible for the
traditional print publisher, the sheer number of postings on interactive computer services would create an
impossible burden in the Internet context. Cf. Auvil v. CBS "60 Minutes". 800 F. Supp. 928, 931 (E.D. Wash. 1992)
(recognizing that it is unrealistic for network affiliates to "monitor incoming transmissions and exercise on-the-spot
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discretionary calls"). Because service providers would be subiject to liability only for the publication of information,
and not for its removal, they would have a natural incentive simply to remove messages upon notification, whether
the contents were defamatory or not. See Philadelphia Newspapers, Inc. v. Hepps, 475 U.S. 767 777. 89 L. Ed. 2d
783. 106 S. Ct. 1558 (1986) [™19] (recognizing that fears of unjustified liability produce a chilling effect antithetical
to First Amendment's protection of speech). Thus, like strict liability, liability upon notice has a chilling effect on the
freedom of Internet speech.

Similarly, notice-based liability would deter service providers from regulating the dissemination of offensive material
over their own services. Any efforts by a service provider to investigate and screen material posted on its service
would only lead to notice of potentially defamatory material more frequently and thereby create a stronger basis for
liability. Instead of subjecting themselves to further possible lawsuits, service providers would likely eschew any
attempts at self-regulation.

More generally, notice-based liability for interactive computer service providers would provide third parties with a
no-cost means to create the basis for future lawsuits. Whenever one was displeased with the speech of another
party conducted over an interactive computer service, the offended party could simply "notify" the relevant service
provider, claiming the information to be legally defamatory. In light of the vast amount of [*20] speech
communicated through interactive computer services, these notices could produce an impossible burden for service
providers, who would be faced with ceaseless choices of suppressing controversial speech or sustaining prohibitive
liability. Because the probable effects of distributor liability on the vigor of Internet speech and on service provider
self-regulation are directly contrary to § 230's statutory purposes, we will not assume that Congress intended to
leave liability upon notice intact.

Zeran finally contends that the interpretive canon favoring retention of common law principles unless Congress
speaks directly to the issue counsels a restrictive reading of the [*334] § 230 immunity here. See United States v.
Texas, 507 U.S. 529, 534, 123 L. Ed. 2d 245. 113 S. Ct 1631 (1993). This interpretive canon does not persuade us
to reach a different result. Here, Congress has indeed spoken directly to the issue by employing the legally
significant term "publisher,” which has traditionally encompassed distributors and original publishers alike.

The decision cited by Zeran, United States v. Texas, also recognized that abrogation of common law principles is
appropriate when a contrary statutory purpose is evident. [*21] /d. This is consistent with the Court's earlier
cautions against courts' application of the canon with excessive zeal: "The rule that statutes in derogation of the
common law are to be strictly construed does not require such an adherence to the letter as would defeat an
obvious legislative purpose or lessen the scope plainly intended to be given to the measure." /sbrandisen Co. v.
Johnson, 343 U.S. 779. 783, 96 L. Ed. 1294, 72 S Ct 1011 (1852) (quoting Jamison v. Encarnacion. 281 U.S. 635,
640, 74 L. Ed. 1082, 50 S. Ct. 440 (1930)); cf. Astoria Fed. Sav. & Loan Ass'n v. Solimino, 501 U.S. 104, 110-11,
115 L Ed. 2d 96. 111 S. Ct. 2166 (1991) (statute need not expressly delimit manner in which common law principle
is abrogated). Zeran's argument flies in the face of this warning. As explained above, interpreting § 230 to leave
distributor liability in effect would defeat the two primary purposes of the statute and would certainly "lessen the
scope plainly intended" by Congress' use of the term "publisher.”

Section 230 represents the approach of Congress to a problem of national and international dimension. The
Supreme Court underscored this point in ACLU v. Reno, finding that the Internet allows "tens of millions of people
to communicate with one another [**22] and to access vast amounts of information from around the world. [It] is 'a
unique and wholly new medium of worldwide human communication.™ 117 S. Ct. at 2334 (citation omitted).
Application of the canon invoked by Zeran here would significantly lessen Congress' power, derived from the
Commerce Clause, to act in a field whose international character is apparent. While Congress allowed for the
enforcement of "any State law that is consistent with [ § 230" 47 U S.C. & 230(d)(3), it is equally plain that
Congress' desire to promote unfettered speech on the Internet must supersede conflicting common law causes of
action. Section 230(d)(3) continues: "No cause of action may be brought and no liability may be imposed under any
State or local law that is inconsistent with this section." With respect to federal-state preemption, the Court has
advised: "When Congress has 'unmistakably . . . ordained,’ that its enactments alone are to regulate a part of
commerce, state laws regulating that aspect of commerce must fall. The result is compelled whether Congress’
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command is explicitly stated in the statute's language or implicitly contained in its structure and purpose.” Jones v.
Rath Packing Co., 430 U.S. 519. 525 87 S. Ct. 1305 51 L. Ed._2d 604 (1977)["23] (citations omitted). Here,
Congress' command is explicitly stated. Its exercise of its commerce power is clear and counteracts the caution
counseled by the interpretive canon favoring retention of common law principles.

The CDA was signed into law and became effective on February 8, 1996. Zeran did not file his complaint until April
23. 1996. Zeran contends that even if § 230 does bar the type of claim he brings here, it cannot be applied
retroactively to bar an action arising from AOL's alleged misconduct prior to the CDA's enactment. We disagree.
Section 230 applies by its plain terms to complaints brought after the CDA became effective. As noted in Part 11B,
the statute provides, in part: "No cause of action may be brought and no liability may be imposed under any State
or local law that is inconsistent with this section." 47 U.S.C. § 230(d)(3).

Initially, it is doubtful that a retroactivity issue is even presented here. Retroactivity concerns arise when a statute
applies to conduct predating its enactment. Section 230 does not directly regulate the activities of interactive
computer service providers like AOL. Instead, § 230 is ["24] addressed only to the bringing of a cause of action.
Here, Zeran [*335] did not file his complaint until over two months after § 230's immunity became effective. Thus,
the statute's application in this litigation is in fact prospective. See St. Louis v. Texas Workers Compensation
Comm'n. 65 F.3d 43. 46 (5th Cir. 1995) (holding “issue is not technically one of retroactivity” when statute applies to
“filing of the complaint"), cert. denied, 518 U.S. 1024, 116 S Ct 2563 135 L. Ed. 2d 1080 (1996), Vemon v.
Cassadaga Valley Central Sch. Dist., 49 F.3d 886, 889 (2d Cir. 1995) (same).

Even if this were a case implicating the application of a federal statute to pre-enactment events, the Supreme
Court's Landgraf framework would nevertheless require § 230's application to Zeran's claims. Landgraf instructs us
first "to determine whether Congress has expressly prescribed the statute's proper reach." Landgraf v. USI Film
Prods. 511 U.S. 244 280 128 | Ed. 2d 229 114 S. Ct. 1483 (1994). This case can be resolved at this first step. In
§ 230(d)(3), Congress clearly expressed its intent that the statute apply to any complaint instituted after its effective
date, regardless of when the relevant conduct giving rise to the claims occurred. [*25] Other circuits have
interpreted similar statutory language to clearly express Congress' intent that the relevant statutes apply to bar new
actions under statutorily specified conditions. See Wright v. Mormis, 111 F.3d 414 418 (6th Cir. 1997) (holding
language "No action shall be brought . . . " 42 US.C. § 1997e(a), to "expressly govern[] the bringing of new
actions"), cert. denied, 522 U.S. 906, 118 S. Ct. 263, 139 L. Ed. 2d 190, 1997 U.S. LEXIS 6004, 1997 WL 275340
(U.S. Oct. 6, 1997); Abdul-Wadood v. Nathan, 91 F.3d 1023, 1025 (7th Cir. 1996) (holding language "In no event
shall a prisoner bring a civil action or appeal a judgment . . . ," 28U S.C. § 1915(q), to govern the bringing of new
actions or filing of new appeals).

If we were to find a directive as plain as § 230(d)(3) to be ambiguous as to Congress’ intent, we would be
announcing a new super-clear-statement condition for the retroactive operation of statutes. Such a jurisprudential
shift would be both unwise and contrary to the Court's admonitions in Landgraf: "Retroactivity provisions often serve
entirely benign and legitimate purposes, whether to respond to emergencies, to correct mistakes, to prevent
circumvention of a new statute in the interval immediately preceding [*26] its passage, or simply to give
comprehensive effect to a new law Congress considers salutary.” 571 U. 5. at 267-68. Here, Congress decided that
free speech on the Internet and self-regulation of offensive speech were so important that § 230 should be given
immediate, comprehensive effect.

There finally is a significant contrast between statutes that impose new liabilities for already-completed conduct and
statutes that govern litigants' access to courts. For example, courts often apply intervening statutes that restrict a
court's jurisdiction. See Landgraf. 511 U.S. at 274. Section 230 neither imposes any new liability on Zeran nor takes
away any rights acquired under prior law. No person has a vested right in a nonfinal tort judgment, much less an
unfiled tort claim. Hammond v. United States, 786 F.2d 8, 12 (1st Cir. 1986). Furthermore, Zeran cannot point to
any action he took in reliance on the law prior to § 230's enactment. Because § 230 has no untoward retroactive
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effect, even the presumption against statutory retroactivity absent an express directive from Congress is of no help
to Zeran here.

V.

For the foregoing reasons, we affirm the judgment of the district [**27] court.

AFFIRMED

End of Docement
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Directive 2000/31/EC of the European Parliament and of the Coundil
of 8 June 2000

on certzin legal aspects of information sodety services, in particular electronic commerce, in the
Intemal Market (Directive on electronic commerce)

THE EUROPEAN PARLIAMENT AND THE COUNCIL OF THE EUROPEAN UNION,

Having regard to the Treaty establishing the European Community, and in particular Articles 47
(2), 55 and 95 thereof,

Having regard to the proposal from the Commission(1),

Having regard to the opinion of the Economic and Social Committee(2),

Acting in accordance with the procedure laid down in Article 251 of the Treaty(3),
Whereas:

(1) The European Union is seeking to forge ever closer links between the States and peoples of
Europe, to ensure economic and sodal progress; in accordance with Article 14(2) of the Treaty,
the internal market comprises an area without internal frontiers in which the free movements of
goods, services and the freedom of establishment are ensured; the development of information
sodety services within the area without internal frontiers is vital to eliminating the barriers which
divide the European peoples.

{2) The development of electronic commerce within the information society offers significant
employment opportunities in the Community, particularly in small and medium-sized enterprises,
and will stimulate economic growth and investment in innovation by European companies, and
can also enhance the competitiveness of European industry, provided that everyone has access to
the Internet.

(3) Community law and the characteristics of the Community legal order are a vital asset to
enable European citizens and operators to take full advantage, without consideration of borders,
of the opportunities afforded by electronic commerce; this Directive therefore has the purpose of
ensuring a high level of Community legal integration in order to establish a real area without
internal borders for information sodety services.

(4) It is important to ensure that electronic commerce could fully benefit from the internal market
and therefore that, as with Council Directive 89/552/EEC of 3 October 1989 on the coordination of
certain provisions laid down by law, regulation or administrative action in Member States
concerning the pursuit of television broadcasting activities(4), a high level of Community
integration s achieved.

(5) The development of information society services within the Community is hampered by a
number of legal obstacles to the proper functioning of the internal market which make less
attractive the exerdise of the freedom of establishment and the freedom to provide services;
these obstadles arise from divergences in legislation and from the legal uncertainty as to which
national rules apply to such services; in the absence of coordination and adjustment of legislation
in the relevant areas, obstades might be justified in the light of the case-law of the Court of
Justice of the European Communities; legal uncertainty exists with regard to the extent to which
Member States may control services originating from another Member State. .

(6) In the light of Community objectives, of Artides 43 and 49 of the Treaty and of secondary
Community law, these obstadles should be eliminated by coordinating certain national laws and
by darifying certain legal concepts at Community level to the extent necessary for the proper
functioning of the internal market; by dealing only with certain specific matters which give rise to
problems for the internal market, this Directive is fully consistent with the need to respect the
prindple of subsidiarity as set out in Article 5 of the Treaty.
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(7) In order to ensure legal certainty and consumer confidence, this Directive must lay down a
dear and general framework to cover certain legal aspects of electronic commerce in the intemal
market.

(8) The objective of this Directive is to create a legal framework to ensure the free movement of
information sodety services between Member States and not to harmonise the field of criminal
law as such.

(9) The free movement of information society services can in many cases be a spedific reflection
in Community law of a more general principle, namely freedom of expression as enshrined in
Artide 10(1) of the Convention for the Protection of Human Rights and Fundamental Freedoms,
which has been ratified by all the Member States; for this reason, directives covering the supply
of information sodiety services must ensure that this activity may be engaged in freely in the light
of that Artide, subject only to the restrictions laid down in paragraph 2 of that Artide and in
Artide 46(1) of the Treaty; this Directive is not intended to affect national fundamental rules and
principles relating to freedom of expression.

(10) In accordance with the principle of proportionality, the measures provided for in this
Directive are strictly limited to the minimum needed to achieve the objective of the proper
functioning of the internal market; where action at Community level is necessary, and in order to
guarantee an area which is truly without internal frontiers as far as electronic commerce is
concemned, the Directive must ensure a high level of protection of objectives of general interest,
in particular the protection of minors and human dignity, consumer protection and the protection
of public health; according to Artide 152 of the Treaty, the protection of public health is an
essential component of other Community policies.

(11) This Directive is without prejudice to the level of protection for, in particular, public health
and consumer interests, as established by Community acts; amongst others, Council Directive
93/13/EEC of 5 April 1993 on unfair terms in consumer contracts(5) and Directive 97/7/EC of the
European Parliament and of the Coundl of 20 May 1997 on the protection of consumers in respect
of distance contracts(6) form a vital element for protecting consumers in contractual matters;
those Directives also apply in their entirety to information society services; that same Community
acquis, which is fully applicable to information society services, also embraces in particular Coundl
Directive 84/450/EEC of 10 September 1984 concemning misleading and comparative advertising
(7), Coundil Directive 87/102/EEC of 22 December 1986 for the approximation of the laws,
regulations and administrative provisions of the Member States concerning consumer credit(8),
Coundil Directive 93/22/EEC of 10 May 1993 on investment services in the securities field(9),
Coundil Directive 90/314/EEC of 13 June 1990 on package travel, package holidays and package
tours(10), Directive 98/6/EC of the European Parliament and of the Council of 16 February 1998
on consumer production in the indication of prices of products offered to consumers{11), Coundl
Directive 92/59/EEC of 29 June 1992 on general product safety(12), Directive 94/47/EC of the
European Parliament and of the Coundil of 26 October 1994 on the protection of purchasers in
respect of certain aspects on contracts relating to the purchase of the right to use immovable
properties on a timeshare basis(13), Directive 98/27/EC of the European Parliament and of the
Coundl of 19 May 1998 on injunctions for the protection of consumers' interests( 14, Council
Directive 85/374/EEC of 25 July 1985 on the approximation of the laws, regulations and
administrative provisions concerning liability for defective products(15), Directive 1999/44/EC of
the Furopean Parliament and of the Council of 25 May 1999 on certain aspects of the sale of
consumer goods and assodated guarantees(16), the future Directive of the European Parliament
and of the Coundil conceming the distance marketing of consumer financial services and Coundil
Directive 92/28/EEC of 31 March 1992 on the advertising of medicinal products(17); this Directive
should be without prejudice to Directive 98/43/EC of the European Parfiament and of the Coundl
of 6 July 1998 on the approximation of the laws, regulations and administrative provisions of the
Member States relating to the advertising and sponsorship of tobacco products(18) adopted
within the framewaork of the internal market, or to directives on the protection of public health;
this Directive complements information requirements established by the abovementioned
Directives and in particular Directive 97/7/EC.

(12) It is necessary fo exdude certain activities from the scope of this Directive, on the grounds
that the freedom to provide services in these fields cannot, at this stage, be guaranteed under the
Treaty or existing secondary legislation; exduding these adivities does not preclude any
instruments which might prove necessary for the proper functioning of the internal market;
taxation, particularty value added tax imposed on a large number of the services covered by this
Directive, must be exduded form the scope of this Directive.

{13) This Directive does not aim to ectablish rules on fiscal obligations nor does it pre-empt the
drawing up of Community instruments conceming fiscal aspects of electronic commerce.

(14) The protection of individuals with regard to the processing of personal data is solely
governed by Directive 95/46/EC of the European Parliament and of the Coundil of 24 October
1995 on the protection of individuals with regard to the processing of personal data and on the
free movement of such data(19) and Directive 97/66/EC of the European Pariiament and of the
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Coundil of 15 December 1997 concerning the processing of personal data and the protection of
privacy in the telecommunications sector(20) which are fully applicable to information sodety
services; these Directives already establish a Community legal framework in the field of personal
data and therefore it is not necessary to cover this issue in this Directive in order to ensure the
smooth functioning of the intemal market, in particular the free movement of personal data
between Member States; the implementation and application of this Directive should be made in
full compliance with the principles relating to the protection of personal data, in particular as
regards unsolicted commerdal communication and the liability of intermediaries; this Directive
cannot prevent the anonymous use of open networks such as the Intemet.

(15) The confidentiality of communications is guaranteed by Article 5 Directive 97/66/EC; in
accordance with that Directive, Member States must prohibit any kind of interception or
surveillance of such communications by others than the senders and receivers, except when
legally authorised.

(16) The exdusion of gambling activities from the scope of application of this Directive covers
only games of chance, lotteries and betting transactions, which involve wagering a stake with
monetary value; this does not cover promotional competitions or games where the purpose is to
encourage the sale of goods or services and where payments, if they arise, serve only to acquire
the promoted goods or services.

(17) The definition of information sodety services already exists in Community law in Directive
98/34/EC of the European Parliament and of the Coundil of 22 June 1998 laying down a
procedure for the provision of information in the field of technical standards and regulations and
of rules on information society services(21) and in Directive: 98/84/EC of the European Pariiament
and of the Coundl of 20 November 1998 on the legal protection of services based on, or
consisting of, conditional access(22); this definition covers any service normally provided for
remuneration, at a distance, by means of electronic equipment for the processing (induding
digital compression) and storage of data, and at the individual request of a redpient of a service;
those services referred to in the indicative list in Annex V to Directive 98/34/EC which do not
imply data processing and storage are not covered by this definition.

(18) Information society services span a wide range of economic adtivities which take place on-
line; these activities can, in particular, consist of selling goods on-line; activities such as the
delivery of goods as such or the provision of services off-line are not covered, information society
services are not solely restricted to services giving rise to on-line contracting but also, in so far as
they represent an economic activity, extend to services which are not remunerated by thase who
receive them, such as those offering on-line information or commerdial communications, or those
providing tools allowing for search, access and retrieval of data; information sodiety services also
indude services consisting of the transmission of information via a communication network, in
providing access to a communication network or in hosting information provided by a recipient of
the service; television broadcasting within the meaning of Directive EEC/89/552 and radio
broadcasting are not information sodiety services because they are not provided at individual
request; by contrast, services which are transmitted point to point, such as video-on-demand or
the provision of commercal communications by electronic mail are information sodety services;
the use of eledronic mail or equivalent individual communications for instance by natural persons
acting outside their trade, business or profession indluding their use for the condusion of
contracts between such persons s not an information society service; the contractual relationship
between an employee and his employer is not an information sodiety service; activities which by
their very nature cannot be carried out at a distance and by electronic means, such as the
statutory auditing of company accounts oF medical advice requiring the physical examination of a
patient are not information society services.

(19) The place at which a service provider is established should be determined in conformity with
the case-law of the Court of Justice according to which the concept of establishment involves the
actual pursuit of an economic activity through a fixed establishment for an indefinite period; this
requirement is also fulfilled where a company is constituted for a given period; the place of
establishment of a company providing services via an Internet website is not the place at which
the technology supporting its website is located or the place at which its website is acoessible but
the place where it pursues its economic adtivity; in cases where a provider has several places of
establishment it is important to determine from which place of establishment the service
concemed is provided; in cases where it is difficult to determine from which of several places of
establishment a given service is provided, this is the place where the provider has the centre of
his activities relating to this particular service.

(20) The definition of “recipient of a service" covers all types of usage of information sodiety
services, both by persons who provide information on open networks such as the Internet and by
persons who seek information on the Intemet for private or professional reasons.

{21) The scope of the coordinated field is without prejudice to future Community harmonisation
relating to information society services and to future legisiation adapted at national level in
accordance with Community law; the coordinated field covers only requirements relating to on-
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concemning certain goods such as waorks of art.

but for all Community ditizens; in order to improve

established in this Directive.
{26) Member States, in conformity with conditions

harmonisation of rules of conduct in this field; the

society services in order to protect consumers also

does not affect voluntary accreditation systems, in
certification service.

(29) Commerdial communications are essential for

undesirable for consumers and information society

any event unsolicited commerdal communities are

recipient.
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line activities such as on-line information, on-line advertising, on-line shopping, on-line
contracting and does not concem Member States' legal requirements refating to goods such as
safety standards, labelling obligations, or liability for goods, or Member States’ requirements
relating to the delivery or the transport of goods, including the distribution of medicinal products;
the coordinated fieid does not cover the exercise of rights of pre-emption by public authorities

(22) Information society services should be supervised at the source of the activity, in order to
ensure an effective protection of public interest objectives; to that end, it is necessary to ensure
that the competent authority provides such protection not only for the citizens of its own country

mutual trust between Member States, itis

essential to state dearly this responsibility on the part of the Member State where the services
originate; moreover, in order to effectively guarantee freedom to provide services and legal
certainty for suppliers and recipients of services, such information sodety services should in
principle be subject to the law of the Member State in which the service provider is established.

(23) This Directive neither aims to establish additional rules on private international law relating
to conflicts of law nor does it deal with the jurisdiction of Courts; provisions of the applicable law
designated by rules of private international law must not restrict the freadom to provide
information society services as established in this Directive.

(24) In the context of this Directive, notwithstanding the rule on the control at source of
information society services, it is legitimate under the conditions established in this Directive for
Member States to take measures to restrict the free movement of information sodety Services.

(25) National courts, including Givil courts, dealing with privete law disputes can take measures to
derogate from the freedom to provide information society services in confonmity with conditions

ectablished in this Directive, may apply their

national rules on criminal law and criminal proceedings with a view to taking all investigative and
other measures necessary for the detection and prosecution of criminal offences, without there
being a need to natify such measures to the Commission.

(27) This Directive, together with the future Directive of the European Parliament and of the
Coundl concerning the distance marketing of consumer finandal services, contributes to the
aeating of a legal framework for the on-line provision of
pre-empt future initiatives in the area of finandial services in particular with regard to the
possibility for Member States, established in
this Directive, under certain dircumstances of restricting the freedom to provide information

covers measures in the area of financial

services in particular measures aiming at protecting investors.

(28) The Member States’ obligation not to subject access to the activity of an information society
service provider to prior authorisation does not concern postal services covered by Directive

97/67/EC of the European parliament and of the Coundil of 15 December 1997 on commoan rules
for the development of the intemnal market of Commun
quality of service(23) consisting of the physical delivery of a printed electronic mail message and

particular for providers of electronic signature

the finandng of information sodety services

and for developing a wide variety of new, charge-free services; in the interests of consumer
protection and fair trading, commerdal communications, including discounts, promotional offers
and promotional competitions or games, must meet a number of transparency requirements;
these requirements are without prejudice to Directive 97/7/EC; this Directive should not affect

in particular Directive 98/43/EC.

(30) The sending of unsolicited commercial communications by electronic mail may be

service providers and may disrupt the smooth

functioning of interactive networks; the question of consent by recipient of certain forms of
unsolicited commerdal communications is not addressed by this Directive, but has already been
addressed, in particular, by Directive 97/7/EC and by Directive 97/66/EC; in Member States which
authorise unsolicited commercial communications by electronic mail, the setting up of appropriate
industry filtering initiatives should be encouraged and fadilitated; in addition it is necessary that in
dearty identifiable as such in order to improve
transparency and to fadiitate the functioning of such industry initiatives; unsolicited commercial
communications by electronic mail should not result in additional communication costs for the

(31) Member States which allow the sending of unsolicited commercdial communications by
electronic mail without prior consent of the redpient by sarvice providers established in their
territory have to ensure that the service providers consult regularly and respect the opt-out
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registers in which natural persons not wishing to receive such commercial communications can
register themselves.

(32) In order to remove barriers to the development of cross-border services within the
Community which members of the regulated professions might offer on the Internet, it is
necessary that compliance be guaranteed at Community level with professional rules aiming, in
particular, to protect consumers or public health; codes of conduct at Community level would be
the best means of determining the rules on professional ethics applicable to commerdial
communication; the drawing-up or, where appropriate, the adaptation of such rules should be
encouraged without prejudice to the autonomy of professional bodies and assodations.

{33) This Directive complements Community law and national law relating to regulated
professions maintaining a coherent set of applicable rules in this field.

(34) Each Member State is to amend its legistation containing requirements, and in particular
requirements as to form, which are likely to curb the use of contracts by electronic means; the
examination of the legislation requiring such adjustment should be systematic and should cover
all the necessary stages and acts of the contractual process, induding the filing of the contract;
the result of this amendment should be to make contracts concluded electronically workable; the
legal effect of electronic signatures is dealt with by Directive 1999/93/EC of the European
Parliament and of the Coundil of 13 December 1999 on a Community framework for electronic
signatures{24); the acknowledgement of receipt by a service provider may take the form of the
on-line provision of the service paid for.

(35) This Directive does not affect Member States' possibility of maintaining or establishing
general or specific legal requirements for contracts which can be fulfilled by electronic means, in
particular requirements conceming secure electronic signatures.

(36) Member States may maintain restrictions for the use of electronic contracts with regard to
contracts requiring by law the involvement of courts, public authorities, or professions exercsing
public authority; this possibility also covers contracts which require the involvement of courts,
public authorities, or professions exerdsing public authority in order to have an effect with regard
to third parties as well as contracts requiring by law certification or attestation by a notary.

(37) Member States’ obligation to remove obstades to the use of electronic contracts concems
only obstadles resulting from legal requirements and not practical obstacles resulting from the
impaossibility of using elecironic means in certain cases.

{38) Member States' obligation to remove obstacles to the use of electronic contradts is to be
implemented in conformity with legal requirements for contracts enshrined in Community law.

(39) The exceptions to the provisions concerning the contracts condluded exdusively by electronic
mail or by equivalent individual communications provided for by this Directive, in relation to
information to be provided and the placing of orders, should not enable, as a result, the by-
passing of those provisions by providers of information sodety services.

(40) Both existing and emerging disparities in Member States' legislation and case-law concerning
liability of service providers acting as intermediaries prevent the smoath functioning of the
internal market, in particular by impairing the development of cross-border services and
producing distortions of competition; service providers have a duty to act, under certain
circumstances, with a view to preventing or stopping illegal activities; this Directive should
constitute the appropriate basis for the development of rapid and reliable procedures for
removing and disabling access to illegal information; such mechanisms could be developed on the
basis of voluntary agreements between all parties concemed and should be encouraged by
Member States; it is in the interest of all parties involved in the provision of information sodety
services to adopt and implement such procedures; the provisions of this Directive relating to
liability should not preciude the development and effective operation, by the different interested
parties, of technical systems of protection and identification and of technical surveillance
instruments made possible by digital technology within the limits laid down by Directives
95/46/EC and 97/66/EC.

(41) This Directive strikes a balance between the different interests at stake and establishes
principles upon which industry agreements and standards can be based.

(42) The exemptions from liability established in this Directive cover only cases where the activity
of the information sodiety service provider is limited to the technical process of operating and
giving access to a communication network over which information made available by third parties
is transmitted or temporarily stored, for the sole purpose of making the transmission more
efficient; this activity is of a mere technical, automatic and passive nature, which implies that the
information society service provider has neither knowledge of nor control over the information
which is transmitted or stored.
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{43) A service provider can benefit from the exemptions for “mere conduit” and for "caching”
when he is in no way involved with the information transmitted; this requires among other things
that he does not modify the information that he transmits; this requirement does not cover
manipulations of a technical nature which take place in the course of the transmission as they do
not alter the integrity of the information contained in the transmission.

{44) A service provider who geliberately collaborates with one of the recipients of his service in
order to undertake illegal acts goes beyond the activities of "mere conduit” or "caching” and as a
result cannot benefit from the liability exemptions established for these activities.

(45) The limitations of the liability of intermediary service providers established in this Directive
do not affect the possibility of injunctions of different kinds; such injunctions can in particular
consist of orders by courts or administrative authorities requiring the termination or prevention of
any infringement, induding the removal of illegal information or the disabling of access to it.

(46) In order to benefit from a limitation of liability, the provider of an information sodiety service,
consisting of the storage of information, upon obtaining actual knowledge or awareness of illegal
activities has to act expeditiously to remove or to disable access to the information concemed;
the removal or disabling of access has to be undertaken in the observance of the principle of
freedom of expression and of procedures established for this purpose at national level; this
Directive does not affect Member States' possibility of establishing spedfic requirements which
must be fulfilled expeditiously prior to the removal or disabling of information.

{47} Member States are prevented from imposing a monitoring obligation on service providers
only with respect to obligations of a general nature; this does not concern monitoring obligations
in a spedific case and, in particular, does not affect orders by national authorities in accordance
with national legislation.

{48) This Directive does not affect the possibility for Member States of requiring service providers,
who host information provided by redpients of their service, to apply duties of care, which can
reasonably be expected from them and which are spedified by national law, in order to detect and
prevent certain types of illegal activities.

(49) Manbersmmsardmecnumissimaretummumgemedmwing—up of codes of conduct;
this is not to impair the voluntary nature of such codes and the possibility for interested parties of
deciding freely whether to adhere to such codes.

(50) It is important that the proposed directive on the harmonisation of certain aspects of

copyright and related rights in the information sodiety and this Directive come into force within a |
similar time scale with a view to establishing a clear framework of rules relevant to the issue of {
liability of intermediaries for copyright and relating rights infringements at Community level. I

(51) Each Member State should be required, where necessary, to amend any legislation which is i
liable to hamper the use of schemes for the out-of-court settiement of disputes through electronic '
channels; the result of this amendment must be to make the functioning of such schemes
genuinely and effectively possible in law and in practice, even across borders.

(52) The effective exerdse of the freedoms of the internal market makes it necessary to
guarantee victims effective access to means of settling disputes; damage which may arise in
connection with information society services is characterised both by its rapidity and by its
geographical extent; in view of this spedific character and the need to ensure that national
authorities do not endanger the mutual confidence which they should have in one another, this
Directive requests Member States to ensure that appropriate court actions are available; Member
States should examine the need to provide access to judicial procedures by appropriate electronic
means.

(53) Directive 98/27/EC, which is applicable to information society services, provides a mechanism
relating to actions for an injunction aimed at the protection of the collective interests of
consumers; this mechanism will contribute to the free movement of information sodety services
by ensuring a high level of consumer protection.

(54) The sanctions provided for under this Directive are without prejudice to any other sanction or
remedy provided under national law; Member States are not obliged to provide criminal sanctions
for infringement of national provisions adopted pursuant to this Directive.

(55) This Directive does not affect the law applicable to contractual obligations relating to
consumer contradis; accordingly, this Directive cannot have the result of depriving the consumer
of the protection afforded to him by the mandatory rules relating to contractual obligations of the
law of the Member State in which he has his habitual residence.

(56) As regards the derogation contained in this Directive regarding contractual obligations
concerning contracts concluded by consumers, those obligations should be interpreted as
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induding information on the essential elements of the content of the contract, including consumer
rights, which have a determining influence on the dedsion to contract.

(57) The Court of Justice has consistently held that a Member State retains the right to take
measures against a service provider that is established in another Member State but directs all or
most of his activity to the territory of the first Member State if the choice of establishment was
made with a view to evading the legislation that would have applied to the provider had he been
established on the temitory of the first Member State.

(58) This Directive should not apply to services supplied by service providers established in a third
country; in view of the global dimension of electronic commerce, 1t is, however, appropriate to
ensure that the Community rules are consistent with international rules; this Directive is without
prejudice to the results of discussions within international organisations (amongst others WTO,
QECD, Unditral) on legal issues.

(59) Despite the global nature of electronic communications, coordination of national regulatory
measures at European Union level is necessary in order to avoid fragmentation of the internal
market, and for the establishment of an appropriate European regulatory framework; such
coordination should also contribute to the establishment of a common and strong negotiating
position in international forums.

(60) In order to allow the unhampered development of electronic commerce, the legal framework
rust be dear and simple, predictable and consistent with the rules applicable at international
level so that it does not adversely affect the competitiveness of European industry or impede
innovation in that sector.

(61) If the market is actually to operate by electronic means in the context of globalisation, the
European Union and the major non-European areas need to consult each other with a view to
making laws and procedures compatible.

(62) Cooperation with third countries should be strengthened in the area of electronic commerce,
in particular with applicant countries, the developing countries and the European Union's other
trading partners.

(63) The adoption of this Directive will not prevent the Member States from taking into account
the various sodial, societal and cultural implications which are inherent in the advent of the
information society; in particular it should not hinder measures which Member States might adopt
in conformity with Community law to achieve sodal, cultural and democratic goals taking into
account their linguistic diversity, national and regional spedificities as well as their cultural
heritage, and to ensure and maintain public access to the widest possible range of information
society services; in any case, the development of the information society is to ensure that
Community citizens can have access to the cultural European heritage provided in the digital
environment.

(64) Electronic communication offers the Member States an excellent means of providing public
cervices in the cultural, educational and linguistic fields.

(65) The Coundil, in its resolution of 19 January 1999 on the consumer dimension of the
information society(25), stressed that the protection of consumers deserved spedal attention in
this field; the Commission will examine the degree to which existing consumer protection rules
provide insuffient protedtion in the context of the information sodety and will identify, where
necessary, the defidendes of this legislation and those issues which could require additional
measures; if need be, the Commission should make specific additional proposals to resolve such
deficiendes that will thereby have been identified,

HAVE ADOPTED THIS DIRECTIVE:
CHAPTER 1

GENERAL PROVISIONS

Article 1

Objective and scope

1. This Directive seeks to contribute to the proper functioning of the internal market by ensuring
the free movement of information sodiety services between the Member States.

2. This Directive approximates, to the extent necessary for the achievement of the objective set
out in paragraph 1, certain national provisions on information society services relating to the
internal market, the establishment of service providers, commercial communications, electronic
contracts, the Tiability of intermediaries, codes of condud, out-of-court dispute settiements, court
actions and cooperation between Member States.
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3, This Directive complements Community law applicable to information society services without
prejudice to the level of protection for, in particular, public health and consumer interests, as
established by Community acts and national legislation implementing them in so far as this does
not restrict the freedom to provide information society services.

4. This Directive does not establish additional rules on private international taw nor does it deal
with the jurisdiction of Courts.

5. This Directive shall not apply to:
(a) the field of taxation;

(b) questions relating to information sodety services covered by Directives 95/46/EC and
97/66/EC;

{€) questions relating to agreements or practices govemed by cartel law;
(d) the following activities of information society services:

- the activities of notaries or equivalent professions to the extent that they invoive a direct and
specific connection with the exercise of public authority,

- the representation of a dient and defence of his interests before the courts,

- gambling activities which involve wagering a stake with monetary value in games of chance,
indluding lotteries and betting transactions.

6. This Directive does not affect measures taken at Community or national level, in the respect of
Community law, in order to promote cultural and linguistic diversity and to ensure the defence of
pluralism.

Artide 2

Definitions
For the purpose of this Directive, the following terms shall bear the following meanings:

(a) "information sodety services™: services within the meaning of Artide 1(2) of Directive
98/34/EC as amended by Directive 98/48/EC;

(b) "service provider": any natural or legal person providing an information sodety Service;

(c) "established service provider": a service provider who effectively pursues an economic activity
using a fixed establishment for an indefinite period. The presence and use of the technical means
and technologies required to provide the service do not, in themselves, constitute an
establishment of the provider;

(d) "redipient of the service": any ratural or legal person who, for professional ends or otherwise,
uses an information sodety service, in particular for the purposes of seeking information or
malking it accessible;

(e) "consumer”: any natural person who is acting for purposes which are outside his or her trade,
business or profession;

f) "commercial communication”: any form of communication designed to promote, directly or
indirectly, the goods, services or image of a company, organisation o person pursuing a
commerdal, industrial or craft activity of exercising a regulated profession. The following do not
in themselves constitute commerdcial communications:

- information allowing direct access to the activity of the company, organisation or person, in
particular a domain name or an electronic-mail address,

- communications refating to the goods, services of image of the company, organisation Or person
compiled in an independent manner, particularly when this is without finandial consideration;

{g) "reguilated profession™: any profession within the meaning of either Article 1(d) of Coundl
Directive 89/48/EEC of 21 December 1988 on a genefal system for the recognition of higher-
education diplomas awarded on completion of professional education and training of at least
three-years' duration(26) or of Artice 1{f) of Coundi Directive 92/51/EEC of 18 June 1992 ona
second general system for the recognition of professional education and training to supplement
Directive B9/48/EEC(27);

(h) "coordinated field": requirements laid down in Member States' legal systems applicable to

information society service providers or information sodiety services, regardiess of whether they
are of a general nature or spedfically designed for them.
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(i) The coordinated field concems requirements with which the service provider has to comply in
respect of:

- the taking up of the activity of an information society service, such as requirements conceming
qualifications, authorisation or notification,

- the pursuit of the activity of an information sodety service, such as requirements concerning the
behaviour of the service provider, requirements regarding the quality or content of the service
induding those applicable to advertising and contracts, or requirements concerning the liability of
the service provider;

(i) The coordinated field does not cover requirements such as:

- requirements applicable to goods as such,

- requirements applicable to the delivery of goods,

- requirements applicable to services not provided by electronic means.

Artide 3

Intemal market

1. Each Member State shall ensure that the information sodiety services provided by a service
provider established on its territory comply with the national provisions applicable in the Member
State in question which fall within the coordinated field.

2. Member States may not, for reasons falling within the coordinated field, restrict the freedom to
provide information society services from another Member State.

3. Paragraphs 1 and 2 shall not apply to the fields referred to in the Annex.

4. Member States may take measures to derogate from paragraph 2 in respect of a given
information society service if the following conditions are fulfilled:

{a) the measures shall be:
(i) necessary for one of the following reasons:

- public policy, in particular the prevention, investigation, detection and prosecution of criminal
offences, induding the protection of minors and the fight against any incitement to hatred on
grounds of race, sex, religion or nationality, and violations of human dignity concerning individual
persons,

- the protection of public health,
- public security, induding the safeguarding of national security and defence,
- the protection of consumers, induding investors;

(ii) taken against a given information society service which prejudices the objectives referred to in
point (i) or which presents a serious and grave risk of prejudice to those objectives;

(i} proportionate to those objectives;

(b) before taking the measures in question and without prejudice to court proceedings, induding

prefiminary proceedings and acts carried out in the framework of a aiminal investigation, the
Member State has:

- asked the Member State referred to in paragraph 1 to take measures and the latter did not take
such measures, or they were inadequate,

- notified the Commission and the Member State referred to in paragraph 1 of its intention to take
such measures.

5. Member States may, in the case of urgency, derogate from the conditions stipulated in
paragraph 4{b). Where this is the case, the measures shall be notified in the shortest possible
time to the Commission and to the Member State referred to in paragraph 1, indicating the
reasons for which the Member State considers that there is urgency.

6. Without prejudice to the Member State's possibility of proceeding with the measures in
question, the Commission shall examine the compatibility of the notified measures with
Community law in the shortest possible time; where it comes to the condusion that the measure
is incompatible with Community law, the Commission shall ask the Member State in question to
refrain from taking any proposed measures or urgently to put an end to the measures in question.

CHAPTER IT
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PRINCIPLES

Section 1: Establishment and information requirements
Article 4

Principle exduding prior authorisation

1, Member States shall ensure that the taking up and pursuit of the activity of an information
society service provider may not be made subject to prior authorisation or any other requirement
having equivalent effect.

2. Paragraph 1 shall be without prejudice to authorisation schemes which are not spedifically and
exclusively targeted at information society services, or which are covered by Directive 97/13/EC of
the European Parfiament and of the Coundil of 10 April 1997 on a common framework for general
authorisations and individual licences in the field of telecommunications services(28).

Artide 5

General information to be provided

1. In addition to other information requirements established by Community law, Member States

shall ensure that the service provider shall render easily, directly and permanently accessible t0
the redipients of the service and competent authorities, at least the following information:

(a) the name of the service provider;
(b) the geographic address at which the service provider is established;

{c) the details of the service provider, induding his electronic mail address, which allow him to be
contacted rapidly and communicated with in a direct and effective manner;

{d) where the service provider is registered in a trade or similar public register, the trade register
in which the service provider is entered and his registration number, or equivalent means of
identification in that register;

(e) where the activity is subject to an authorisation scheme, the particulars of the relevant
supervisory authority;

(f) as concemns the regulated professions:
- any professional body or similar institution with which the service provider is registered,
- the professional title and the Member State where it has been granted,

- a reference to the applicable professional rules in the Member State of establishment and the
means to access them;

{g) where the service provider undertakes an activity that is subject to VAT, the identification
number referred to in Artide 22(1) of the sixth Coundil Directive 77/388/EEC of 17 May 1977 on
the harmonisation of the laws of the Member States relating to tumover taxes - Common system
of value added tax: uniform basis of assessment(29).

2. In addition to other information requirements established by Community law, Member States
shall at least ensure that, where information sodety services refer to prices, these are to be
indicated dearly and unambiguously and, in particular, must indicate whether they are inclusive of
tax and delivery costs.

Saction 2: Commerdal communications
Artide &
Information to be provided

In addition to other information requirements established by Community law, Member States shall
ensure that commerdial communications which are part of, or constitute, an information society
service comply at least with the following conditions:

(a) the commerdial communication shall be dearly identifiable as such;
(b) the natural or legal person on whase behalf the commercial communication is made shall be
dlearly identifiable;

(c) prometional offers, such as discounts, premiums and gifts, where permitted in the Member
State where the service provider is established, shall be dearly identifiable as such, and the
conditions which are to be met to qualify for them shall be easily accessible and be presented
clearly and unambiguously;
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(d) promotional competitions or games;, where permitted in the Member State where the service
provider is established, shall be clearly identifiable as such, and the conditions for partidpation
shall be easily accessible and be presented dearly and unambiguousty.

Artide 7
Unsolicited commerdal communication

1. In addition to other requirements established by Community law, Member States which permit
unsolicited commerdal communication by electronic mail shall ensure that such commerdal
communication by a service provider established in their territory shall be identifiable clearly and
unambiguously as such as soon as it is received by the recipient.

2. Without prejudice to Directive 97/7/EC and Directive 97/66/EC, Member States shall take
measures to ensure that service providers undertaking unsolicited commercial communications by
electronic mail consult regularty and respect the opt-out registers in which natural persons not
wishing to receive such commercial communications can register themselves.

Article 8
Regulated professions

1. Member States shall ensure that the use of commercial communications which are part of, or
constitute, an information society service provided by a member of a regulated profession is
permitted subject to compliance with the professional rules regarding, in particular, the
independence, dignity and honour of the profession, professional secrecy and faimess towards
clients and other members of the profession.

2. Without prejudice to the autonomy of professional bodies and assodiations, Member States and
the Commission shall encourage professional assodations and bodies to establish codes of
conduct at Community level in order to determine the types of information that can be given for
the purposes of commerdal communication in conformity with the rules referred to in paragraph
1

3, When drawing up proposals for Community initiatives which may become necessary to ensure
the proper functioning of the Internal Market with regard to the information referred to in
paragraph 2, the Commission shall take due account of codes of conduct applicable at Community
level and shall act in dose cooperation with the relevant professional assodations and bodies.

4. This Directive shall apply in addition to Community Directives concerning access to, and the
exerdse of, activities of the regulated professions.

Sedtion 3: Contracts conduded by electronic means
Artide 9
Treatment of contradts

1. Member States shall ensure that their legal system allows contracts to be conduded by
electronic means. Member States shall in particular ensure that the legal requirements applicable
to the contractual process neither create obstades for the use of electronic contracts nor result in
such contracts being deprived of legal effectiveness and validity on acoount of their having been
made by electronic means.

2. Member States may lay down that paragraph 1 shall not apply to all or certain contracts falling
into one of the following categories:

(2) contracts that create or transfer rights in real estate, except for rental rights;

(b) contracts requiring by law the involvement of courts, public authorities or professions
exerdising public authority;

(c) contracts of suretyship granted and on collateral securities furnished by persons acting for
purposes outside their trade, business or profession;

(d) contracts governed by family law or by the law of succession.

3. Member States shall indicate to the Commission the categories referved to in paragraph 2 to
which they do not apply paragraph 1. Member States shall submit to the Commission every five
years a report on the application of paragraph 2 explaining the reasons why they consider it
necessary to maintain the category referred to in paragraph 2(b) to which they do not apply
paragraph 1.

Article 10

Information to be provided
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1. In addition to other information requirements established by Community law, Member States
shall ensure, except when otherwise agreed by parties who are not consumers, that at least the
following information is given by the service provider clearly, comprehensibly and unambiguously
and prior to the order being placed by the redpient of the service:

(a) the different technical steps to follow to condude the contract;

(b) whether or not the conduded contract will be filed by the service provider and whether it will
be acressible;

{c) the technical means for identifying and correcting input errors prior to the placing of the
order;

(d) the languages offered for the condusion of the contract.

2. Member States shall ensure that, except when otherwise agreed by parties who are not
consumers, the service provider indicates any relevant codes of condud: to which he subscribes
and information on how those codes can be consulted electronically.

3. Contract terms and general conditions provided to the recipient must be made available in a
way that allows him to store and reproduce them.

4. Paragraphs 1 and 2 shall not apply to contracts conduded exdusively by exchange of electronic
mail or by equivalent individual communications.

Article 11
Placing of the order

1. Member States shall ensure, except when otherwise agreed by parties who are not consumers,
that in cases where the redpient of the service places his order through technological means, the
following principles apply:

- the service provider has to acknowledge the receipt of the redipient’s order without undue delay
and by electronic means,

- the order and the acknowledgement of receipt are deemed to be received when the parties to
whom they are addressed are able to access them.

2. Member States shall ensure that, except when otherwise agreed by parties who are not
consumers, the service provider makes available to the recpient of the service appropriate,
effective and accessible technical means allowing him to identify and correct input errors, prior to
the placing of the order.

3. Paragraph 1, first indent, and paragraph 2 shall not apply to contracts conduded exdusively by
exchange of electronic mail or by equivalent individual communications.

Section 4: Liability of intermediary service providers
Article 12
"Mere conduit”

1. Where an information sodety service is provided that consists of the transmission in a
communication network of information provided by a recipient of the service, or the provision of
access to a communication network, Member States shall ensure that the service provider is not
liable for the information transmitted, on condition that the provider:

(a) does not initiate the transmission;
(b) does not select the receiver of the transmission; and
(c) does not select or modify the information contained in the transmission.

2. The acts of transmission and of provision of access referred to in paragraph 1 indude the
automatic, intermediate and transient storage of the information transmitted in so far as this
takes place for the sole purpose of carrying out the transmission in the communication network,
and provided that the information is not stored for any period longer than is reasonably necessary
for the transmission.

3. This Artidie shall not affect the possibility for a court or administrative authority, in accordance
with Member States’ legal systems, of requiring the service provider to terminate or prevent an
infringement.

Artide 13

"Caching”
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1. Where an information sodety service is provided that consists of the transmission in a
communication network of information provided by a recipient of the service, Member States shall
ensure that the service provider is not fiable for the automatic, intermediate and temporary
storage of that information, performed for the sole purpose of making more effident the
information’s onward transmission to other recipients of the service upon their request, on
condition that:

(a) the provider does not modify the information;
{b) the provider complies with conditions on access to the information;

(c) the provider complies with rules regarding the updating of the information, spedfied in 2
manner widely recognised and used by industry;

(d) the provider does not interfere with the lawful use of technology, widely recognised and used
by industry, to obtain data on the use of the information; and

(e) the provider acts expeditiously to remove oF to disable access to the information it has stored
upon obtaining actual knowledge of the fact that the information at the initial source of the
transmission has been removed Frnmmanetwoﬁz.oraa:essmithasbeendisabbd, orthata
court or an administrative authority has ordered such removal or disablement.

2. This Article shall not affect the passibility for a court or administrative authority, in accordance
with Member States' legal systems, of requiring the service provider to terminate or prevent an
infringement.

Artidle 14
Hosting
1. Where an information society service is provided that consists of the storage of information

provided by a recipient of the service, Member States shall ensure that the service provider is not
liable for the information stored at the request of a redpient of the service, on condition that:

() the provider does not have actual knowledge of illegal activity or information and, as regards
daims for damages, is not aware of fadts or circumstances from which the illegal activity or
information is apparent; or

(b) the provider, upon obtaining such knowledge or awareness, acts expeditiously to remove or to
disable access to the information.

2. Paragraph 1 shall not apply when the recipient of the service is acting under the authority or
the control of the provider.

3. This Artidle shall not affect the possibility for a court or administrative authority, in accordance
with Member States' legal systems, of requiring the service provider to terminate or prevent an
infringement, nor does it affect the possibility for Member States of establishing procedures
goveming the removal or disabling of access to information.

Artide 15
No general obligation to monitor

1. Member States shall not impose a general obligation on providers, when providing the services
covered by Artides 12, 13 and 14, to monitor the information which they transmit or store, nor a
general obligation actively to seek facts or droumstances indicating illegal activity.

2. Member States may establish obligations for information sodiety service providers promptly to
inform the competent public authorities of alleged illegal activities undertaken or information
provided by recipients of their service or obligations to communicate to the competent authorities,
at their request, information enabling the identification of recipients of their service with whom
they have storage agreements.

CHAPTER III

IMPLEMENTATION

Artide 16

Codes of conduct

1. Member States and the Commission shall encourage:

(a) the drawing up of codes of conduct at Community level, by trade, professional and consumer
assodations or organisations, designed to contribute to the proper implementation of Artides 5 to
15;

http://eur-lex.europa.ew/LexUriServ/ LexUriServ.do?uri=CELEX:32000L0031:en:HT... 1 2/04/2017



EUR-Lex - 3200010031 - EN Page 14 of 17

(b) the voluntary transmission of draft codes of conduct at national or Community level to the
Commission;
(c) the accessibility of these codes of conduct in the Community languages by electronic means;

(d) the communication to the Member States and the Commission, by trade, professional and
consumer assodations or organisations, of their assessment of the application of their codes of
conduct and their impact upon practices, habits or customs relating to electronic commerce;

(e) the drawing up of codes of conduct regarding the protection of minors and human dignity.

7. Member States and the Commission shall encourage the involvement of assodiations or
organisations representing consumers in the drafting and implementation of codes of conduct
affecting their interests and drawn up in accordance with paragraph 1(a). Where appropriate, to
take account of their spedific needs, assodations representing the visually impaired and disabled
should be consulted.

Artide 17
Out-of-court dispute settiement

1. Member States shall ensure that, in the event of disagreement between an information society
service provider and the redpient of the service, their legisiation does not hamper the use of out-
of-court schemes, available under national law, for dispute settlement, including appropriate
electronic means.

2. Member States shall encourage bodies responsible for the out-of-court settiement of, in
particular, consumer disputes to operate in a way which provides adequate procedural guarantees
for the parties concerned.

3, Member States shall encourage bodies responsible for out-of-court dispute settiemnent to inform
the Commission of the significant dedisions they take regarding information society services and
to transmit any other information on the practices, usages or customs relating to electronic
commerce.

Article 18
Court actions

1. Member States shall ensure that court actions available under national law conceming
information society services' activities allow for the rapid adoption of measures, including interim
measures, designed to terminate any alleged infringement and to prevent any further impairment
of the interests involved.

2. The Annex to Directive 98/27/EC shall be supplemented as follows:

»11. Directive 2000/31/EC of the European Parliament and of the Coundl of 8 June 2000 on
certain legal aspects on information society services, in particular electronic commerce, in the
internal market (Directive on electronic commerce) (01 L 178, 17.7.2000, p. 1)."

Article 19
Cooperation
1. Member States shall have adequate means of supervision and investigation necessary to

implement this Directive effectively and shall ensure that service providers supply them with the
requisite information.

2. Member States shall cooperate with other Member States; they shall, to that end, appoint one
or several contact points, whose details they shall communicate to the other Member States and
to the Commission.

3. Member States shall, as quickly as possible, and in conformity with national law, provide the
assistance and Information requested by other Member States or by the Commission, induding by
appropriate electronic means.

4. Member States shall establish contact points which shall be accessible at least by electronic
means and from which redipients and service providers may.

(a) obtain general information on contractual rights and obligations as well as on the complaint
and redress mechanisms available in the event of disputes, induding practical aspeds involved in
the use of such mechanisms;

(b} obtain the details of authorities, assodations or organisations from which they may obtain
further information or practical assistance.
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5. Member States shall encourage the communication to the Commission of any significant
administrative or judicial decisions taken in their territory regarding disputes relating to
information society services and pradtices, usages and customs relating to electronic commerce.
The Commission shall communicate these dedsions to the other Member States.

Article 20

Sanctions

Member States shall determine the sanctions applicable to infringements of national provisions
adopted pursuant to this Directive and shall take all measures necessary to ensure that they are
enforced. The sanctions they provide for shall be effective, proportionate and dissuasive.

CHAPTER IV

FINAL PROVISIONS
Artidle 21
Re-examination

1. Before 17 July 2003, and thereafter every two years, the Commission shall submit to the
European Parliament, the Council and the Economic and Sodal Committee a report on the
application of this Diredtive, accompanied, where necessary, by proposals for adapting it to legal,
technical and economic developments in the field of information sodiety services, in particular
with respect to crime prevention, the protection of minors, consumer protection and to the proper
functioning of the internal market.

2. In examining the need for an adaptation of this Directive, the report shall in particular analyse
the need for proposals concerning the liability of providers of hyperinks and location tool services,
"notice and take down” procedures and the attribution of liability following the taking down of
content. The report shall also analyse the need for additional conditions for the exemption from
liability, provided for in Artidles 12 and 13, in the light of technical developments, and the
possibility of applying the intemal market principles to unsolicited commercial communications by
electronic mail.

Artide 22
Transposition

1. Member States shall bring into force the laws, regulations and administrative provisions
necessary to comply with this Directive before 17 January 2002. They shall forthwith inform the
Commission thereof.

2. When Member States adopt the measures referred to in paragraph 1, these shall contain a
reference to this Directive or shall be accompanied by such reference at the time of their offidal
publication. The methods of making such reference shall be laid down by Member States.

Artice 23
Entry into force

This Directive shall enter into force on the day of its publication in the Official Journal of the
European Communities.

Article 24

Addressees

This Directive is addressed to the Member States.
Done at Luxemburg, 8 June 2000.
For the European Parliament

The President

N. Fontaine

For the Coundil

The President

G. d'Oliveira Martins

(1) 01 C 30, 5.2.1999, p. 4.

(2) 01 C 169, 16.6.1999, p. 36.
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(3) Opinion of the European Parliament of 6 May 1999 (0] C 279, 1.10.1998, p. 389}, Coundil
common position of 28 February 2000 (0] C 128, 8.5.2000, p. 32) and Dedsion of the European
Parliament of 4 May 2000 (not yet published in the Official Journal).

(4) 0] L 298, 17.10.1989, p. 23. Directive as amended by Directive 97/36/EC of the European
Parliament and of the Coundil (OJ L 202, 30.7.1997, p. 60). .

(5) 0 L 95, 21.4.1993, p. 29.
(6) OJ L 144, 4.6.1999, p. 19.

(7) 01 L 250, 19.9.1984, p. 17. Directive as amended by Directive 97/55/EC of the European
Pariiament and of the Coundil (O L 290, 23.10.1997, p. 18).

(8) OJ L 42, 12.2.1987, p. 48. Directive as last amended by Directive 98/7/EC of the European
Parliament and of the Coundl (O3 L 101, 1.4.1998, p. 17).

(9) 01 L 141, 11.6.1993, p. 27. Directive as last amended by Directive 97/9/EC of the European
Parliament and of the Coundil (O L 84, 26.3.1997, p. 22).

(10) OJ L 158, 23.6.1990, p. 59.
(11) O L 80, 18.3.1998, p. 27.
(12) 0J L 228, 11.8.1992, p. 24.
(13) OJ L 280, 29.10.1994, p. 83.

(14) OJ L 166, 11.6.1998, p. 51. Directive as amended by Directive 1999/44/EC (0] L 171,
7.7.1999, p. 12).

(15) OJ L 210, 7.8.1985, p. 29. Directive as amended by Directive 1999/34/EC (0J L 141,
4.6.1999, p. 20).

(16) OJ L 171, 7.7.1999, p. 12.
(17) O L 113, 30.4.1992, p. 13.
(18) 01 L 213, 30.7.1998, p. 9.
(19) O] L 281, 23.11.1995, p. 31.
(20) OJ L 24, 30.1.1998, p. 1.

{21) OJ L 204, 21.7.1998, p. 37. Directive as amended by Directive 8/48/EC (0] L 217, 5.8.1538,
p. 18).

(22) 01 L 320, 28.11.1998, p. 54.
(23) 01 L 15, 21.1.1998, p. 14.
(24) OJ L 13, 19.1.2000, p. 12.
(25) 01 C 23, 28.1.1999, p. 1.
(26) OJ L 19, 24.1.1989, p. 16.

(27) 01 L 209, 24.7.1992, p. 25. Directive as last amended by Commission Directive 97/38/EC (0)
L 184, 12.7.1997, p. 31).

(28) 0J L 117, 7.5.1997, p. 15.

(29) OJ L 145, 13.6.1977, p. 1. Directive as last amended by Directive 1999/85/EC () L 277,
28.10.1999, p. 34).

ANNEX
DEROGATIONS FROM ARTICLE 3
As provided for in Article 3(3), Artide 3(1) and (2) do not apply to:

- copyright, neighbouring rights, rights referred to in Directive 87/54/EEC(1) and Diredive
96/9/EC(2) as well as industrial property rights,

- the emission of electronic money by institutions in respect of which Member States have applied
one of the derogations provided for in Article 8(1) of Directive 2000/46/EC(3),

- Article 44(2) of Directive 85/611/EEC(4),
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- Artide 30 and Title IV of Directive 92/49/EEC(S), Title IV of Directive 92/96/EEC(6), Articles 7
and B of Directive 88/357/EEC(7) and Article 4 of Directive 90/619/EEC(8),

- the freedom of the parties to choose the law applicable to their contradt,
- contractual obligations concemning consumer contacts,

- formal validity of contracts creating or transferring rights in real estate where such contracts are
subject to mandatory formal requirements of the law of the Member State where the real estate
is situated,

- the permissibility of unsolicited commerdal communications by electronic mail-
(1) O L 24, 27.1.1987, p. 36.

(2) 01 L 77, 27.3.1996, p. 20.

(3) Not yet published in the Official Joumal.

(4) O3 L 375, 31.12.1985, p. 3. Directive as last amended by Directive 95/26/EC (0J L 168,
18.7.1995, p. 7).

(5) 0] L 228, 11.8.1992, p. 1. Directive as last amended by Directive 95/26/EC.
(6) 07 L 360, 9.12.1992, p. 2. Directive as last amended by Directive 95/26/EC.
(7) Q) L 172, 4.7.1988, p. 1. Directive as last amended by Directive 92/49/EC.
(8) O] L 330, 29.11.1990, p. 50. Directive as last amended by Directive 92/96/EC.
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JUDGMENT OF THE COURT (Third Chamber)

24 November 2011 (¥)

(Information society — Copyright — Internet — ‘Peer-to-peer’ software — Internet service
providers — Installation of a system for filtering electronic communications in order to
prevent file sharing which infringes copyright — No general obligation to monitor
information transmitted)

In Case C-70/10,

REFERENCE for a preliminary ruling under Article 267 TFEU from the cour d’appel de
Bruxelles (Belgium), made by decision of 28 January 2010, received at the Court on

5 February 2010, in the proceedings
Scarlet Extended SA
v

Société belge des auteurs, compositeurs et éditeurs SCRL (SABAM),
intervening parties:
Belgian Entertainment Association Video ASBL (BEA Video),
Belgian Entertainment Association Music ASBL (BEA Music),
Internet Service Provider Association ASBL (ISPA),

THE COURT (Third Chamber),

composed of K. Lenaerts, President of the Chamber, J. Malenovsky (Rapporteur), R. Silva
de Lapuerta, E. Juhasz and G. Arestis, Judges,

Advocate General: P. Cruz Villalon,

Registrar: C. Stromholm, Administrator,

having regard to the written procedure and further to the hearing on 13 January 2011,

after considering the observations submitted on behalf of:

- Scarlet Extended SA, by T. De Meese and B. Van Asbroeck, avocats,

— Société belge des auteurs, compositeurs et éditeurs SCRL (SABAM), Belgian
Entertainment Association Video ASBL (BEA Video) and Belgian Entertainment

Association Music ASBL (BEA Music), by F. de Visscher, B. Michaux and F. Brison,
avocats,

- Internet Service Provider Association ASBL (ISPA), by G. Somers, avocat,

- the Belgian Government, by T. Materne, J.-C. Halleux and C. Pochet, acting as
Agents,
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_  the Czech Government, by M. Smolek and K. Havli¢kova, acting as Agenis,

- the Ttalian Government, by G. Palmieri, acting as Agent, assisted by S. Fiorentino,
avvocato dello Stato,

_ the Netherlands Government, by C. Wissels and B. Koopman, acting as Agents,

- the Polish Government, by M. Szpunar, M. Drwiecki and J. Golinski, acting as
Agents,

o the Finnish Government, by M. Pere, acting as Agent,
— the European Commission, by J. Samnadda and C. Vrignon, acting as Agents,
after hearing the Opinion of the Advocate General at the sitting on 14 April 2011,

gives the following
Judgment

1 This reference for a preliminary ruling concerns the interpretation of Directives:

- 2000/31/EC of the European Parliament and of the Council of 8 June 2000 on certain
legal aspects of information society services, in particular electronic commerce, in the
Internal Market (‘Directive on electronic commerce’) (0J 2000 L 178, p. 1);

- 7001/29/EC of the European Parliament and of the Council of 22 May 2001 on the
harmonisation of certain aspects of copyright and related rights in the information
society (0J 2001 L 167, p. 10);

- 7004/48/EC of the European Parliament and of the Council of 29 April 2004 on the
enforcement of intellectual property rights (0J 2004 L 157, p. 45, and comgendum OJ
2004 L 195, p. 16);

- 95/46/EC of the European Parliament and of the Council of 24 October 1995 on the
protection of individuals with regard to the processing of personal data and on the free
movement of such data (0J 1995 L 281, p. 31); and

- 2002/58/EC of the European Parliament and of the Council of 12 July 2002
concerning the processing of personal data and the protection of privacy in the
electronic communications —sector (Directive on privacy and electronic
communications) (OJ 2002 L 201, p. 37).

2 The reference has been made in proceedings between Scarlet Extended SA (‘Scarlet’) and
the Société belge des auteurs, compositeurs et éditeurs SCRL (SABAM) (‘SABAM’)
concerning Scarlet’s refusal to install a system for filtering electronic communications
which use file-sharing software (‘peer-to-peer’), with a view to preventing file sharing
which infringes copyright.

Legal context

European Union law
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Directive 2000/31
3 Recitals 45 and 47 in the preamble to Directive 2000/31 state:

‘(45)  The limitations of the liability of intermediary service providers established in this
Directive do not affect the possibility of injunctions of different kinds; such
injunctions can in particular consist of orders by courts or administrative authorities
requiring the termination or prevention of any infringement, including the removal of
illegal information or the disabling of access to it.

(47) Member States are prevented from imposing ‘a monitoring obligation on service
providers only with respect to obligations of a general nature; this does not concern
monitoring obligations in a specific case and, in particular, does not affect orders by
national authorities in accordance with national legislation.’

4 Article 1 of Directive 2000/31 states:

‘1. This Directive seeks to contribute to the proper functioning of the internal market by
ensuring the free movement of information society services between the Member States.

2. This Directive approximates, to the extent necessary for the achievement of the
objective set out in paragraph 1, certain national provisions on information society services
relating to the internal market, the establishment of service providers, commercial
communications, electronic contracts, the liability of intermediaries, codes of conduct, out-
of-court dispute settlements, court actions and cooperation between Member States.

*

5 Article 12 of that directive, which features in Section 4, entitled “Liability of intermediary
service providers’, of Chapter I1 thereof, provides:

‘1. Where an information society service is provided that consists of the transmission in a
communication network of information provided by a recipient of the service, or the
provision of access t0 a communication network, Member States shall ensure that the
service provider is not liable for the information transmitted, on condition that the provider:

(a) does not initiate the transmission;
(b)  does not select the receiver of the transmission; and

(¢)  does not select or modify the information contained in the transmission.

3 This Article shall not affect the possibility for a court or administrative authority, in
accordance with Member States’ legal systems, of requiring the service provider to
terminate or prevent an infringement.’

6 Article 15 of Directive 2000/31, which also features in Section 4 of Chapter Il, states:

‘1. Member States shall not impose a general obligation on providers, when providing the
services covered by Articles 12, 13 and 14, to monitor the information which they transmit

http://curia.europa.eu/juris/document/document _print.jsf‘?dociangTEN&texF&pagelnv.v 12/04/2017
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or store, nor a general obligation actively to seek facts or circumstances indicating unlawful
activity.

5 Member States may establish obligations for information society service providers
promptly to inform the competent public authorities of alleged unlawful activities
undertaken or information provided by recipients of their service or obligations to
communicate to the competent authonties, at their request, information enabling the
identification of recipients of their service with whom they have storage agreements.’

Directive 2001/29
7 Recitals 16 and 59 in the preamble to Directive 2001/29 state:

“(16) ... This Directive should be implemented within a timescale similar to that for the
implementation of [Directive 2000/31], since that Directive provides a harmonised
framework of principles and provisions relevant, inter alia, to important parts of this
Directive. This Directive is without prejudice to provisions relating to liability in that
Directive.

(59) In the digital environment, in particular, the services of intermediaries may
increasingly be used by third parties for infringing activities. In many cases such
intermediaries are best placed fo bring such infringing activities to an end. Therefore,
without prejudice to any other sanctions and remedies available, rightholders should
have the possibility of applying for an injunction against an intermediary who carries a
third party’s infringement of a protected work or other subject-matter in a network.
This possibility should be available even where the acts carried out by the
intermediary are exempted under Article 5. The conditions and modalities relating to
such injunctions should be left to the national law of the Member States.”

8 Article 8 of Directive 2001/29 states:

¢]. Member States shall provide appropriate sanctions and remedies in respect of
infringements of the rights and obligations set out in this Directive and shall take all the
measures necessary to ensure that those sanctions and remedies are applied. The sanctions
thus provided for shall be effective, proportionate and dissuasive.

3. Member States shall ensure that rightholders are in a position to apply for an injunction
against intermediaries whose services are used by a third party 1o infringe a copyright or
related right.”

Directive 2004/48

9 Recital 23 in the preamble to Directive 2004/48 provides:
‘Without prejudice to any other measures, procedures and remedies available, rightholders
should have the possibility of applying for an injunction against an intermediary whose
services are being used by a third party to infringe the rightholder’s industrial property right.

The conditions and procedures relating to such injunctions should be left to the national law
of the Member States. As far as infringements of copyright and related rights are concerned,
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10

11

12

13

14

a comprehensive level of harmonisation is already provided for in Directive [2001/29].
Article 8(3) of Directive [2001/29] should therefore not be affected by this Directive.”

Article 2(3) of Directive 2004/48 provides as follows:
“This Directive shall not affect:

(a) the Community provisions governing the substantive law on intellectual property ...
or Directive [2000/31), in general, and Articles 12 to 15 of Directive [2000/31] in
particular;

Arficle 3 of Directive 2004/48 provides:

‘1. Member States shall provide for the measures, procedures and remedies necessary to
ensure the enforcement of the intellectual property rights covered by this Directive. Those
measures, procedures and remedies shall be fair and equitable and shall not be unnecessarily
complicated or costly, or entail unreasonable time-limits or unwarranted delays.

2. Those measures, procedures and remedies shall also be effective, proportionate and
dissuasive and shall be applied in such a manner as 1o avoid the creation of barriers to
legitimate trade and to provide for safeguards against their abuse.”

Article 11 of Directive 2004/48 states:

‘Member States shall ensure that, where a judicial decision is taken finding an infringement
of an intellectual property right, the judicial authorities may issue against the infringer an
injunction aimed at prohibiting the continuation of the infringement. Where provided for by
national law, non-compliance with an injunction shall, where appropriate, be subject to a
recurring penalty payment, with a view to ensuring compliance. Member States shall also
ensure that rightholders are in a position to apply for an injunction against intermediaries
whose services are used by a third party to infringe an intellectual property right, without
prejudice to Article 8(3) of Directive [2001/29].°

National law

Article 87(1), first and second subparagraphs, of the Law of 30 June 1994 on copyright and
related rights (Moniteur belge of 27 July 1994, p. 19297) states:

“The President of the Tribunal de premiére instance (Court of First Instance) ... shall
determine the existence of any infringement of a copyright or related right and shall order
that it be brought to an end.

He may also issue an injunction against intermediaries whose services are used by a third
party to infringe a copyright or related right.”

Asticles 18 and 21 of the Law of 11 March 2003 on certain legal aspects of information
society services (Moniteur belge of 17 March 2003, p. 12962) transpose Articles 12 and 15
of Directive 2000/31 into national law.

The dispute in the main proceedings and the questions referred for a preliminary
ruling
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15 SABAM is a management company which represents authors, composers and editors of
musical works in authorising the use of their copyright-protected works by third parties.

16  Scarlet is an internet service provider (‘ISP’) which provides its customers with access to
the internet without offering other services such as downloading or file sharing.

17  In the course of 2004, SABAM concluded that internet users using Scarlet’s services were
downloading works in SABAM’s catalogue from the internet, without authorisation and
without paying royalties, by means of peer-to-peet networks, which constitute a transparent
method of file sharing which is independent, decentralised and features advanced search and
download functions.

18  On 24 June 2004, SABAM accordingly brought interlocutory proceedings against Scarlet
before the President of the Tribunal de premitre instance, Brussels, claiming that that
company was the best placed, as an ISP, to take measures to bring to an end copyright
infringements committed by its customers.

19 SABAM sought, first, a declaration that the copyright in musical works contained in its
repertoire had been infringed, particular the right of reproduction and the right of
communication to the public, because of the unauthorised sharing of electronic music files
by means of peer-to-peer software, those infringements being committed through the use of
Scarlet’s services.

20 SABAM also sought an order requiring Scarlet to bring such infringements to an end by
blocking, or making it impossible for its customers to send or receive in any way, files
containing a musical work using peer-to-peer software without the permission of the
rightholders, on pain of a periodic penalty. Lastly, SABAM requested that Scarlet provide it
with details of the measures that it would be applying in order to comply with the judgment
to be given, on pain of a periodic penalty.

21 By judgment of 26 November 2004, the President of the Tribunal de premiére instance,
Brussels, found that copyright had been infringed, as claimed by SABAM, but, prior 10
ruling on the application for cessation, appointed an expert to investigate whether the
technical solutions proposed by SABAM were technically feasible, whether they would
make it possible to filter out only unlawful file sharing, and whether there were other ways
of monitoring the use of peer-to-peer software, and to determine the cost of the measures
envisaged.

22 In his report, the appointed expert concluded that, despite numerous technical obstacles, the
feasibility of filtering and blocking the unlawful sharing of electronic files could not be
entirely ruled out.

23 By judgment of 29 June 2007, the President of the Tribunal de premiére instance, Brussels,
accordingly ordered Scarlet to bring to an end the copyright infringements established in the
judgment of 26 November 2004 by making it impossible for its customers to send or receive
in any way files containing a musical work in SABAM’s repertoire by means of peer-io-peer
software, on pain of a periodic penalty.

24  Scarlet appealed against that decision to the referring court, claiming, first, that it was
impossible for it to comply with that injunction since the effectiveness and permanence of
filtering and blocking systems had not been proved and that the installation of the equipment
for so doing was faced with numerous practical obstacles, such as problems with the
network capacity and the impact on the network. Moreover, any attempt to block the files
concerned was, it argued, doomed to fal in the very short term because there were at that
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25

26

27

28

29

time several peer-to-peer software products which made it impossible for third parties to
check their content.

Scarlet also claimed that that injunction was contrary to Article 21 of the Law of 11 March
2003 on certain legal aspects of information society services, which transposes Article 15 of
Directive 2000/31 into national law, because it would impose on Scarlet, de facto, a general
obligation to monitor communications on its network, inasmuch as any system for blocking
or filtering peer-to-peer traffic would necessarily require general surveillance of all the
communications passing through its network.

Lastly, Scarlet considered that the installation of a filtering system would be in breach of

the provisions of European Union law on the protection of personal data and the secrecy of
communications, since such filtering involves the processing of TP addresses, which are
personal data.

In that context, the referring court took the view that, before ascertaining whether a
mechanism for filtering and blocking peer-to-peer files existed and could be effective, it had
to be satisfied that the obligations liable to be imposed on Scarlet were in accordance with
European Union law.

In those circumstances, the cour d’appel de Bruxelles decided to stay the proceedings and to
refer the following questions to the Court for a preliminary ruling:

‘1) Do Directives 2001/29 and 2004/48, in conjunction with Directives 95/46, 2000/31
and 2002/58, construed in particular in the light of Aurticles 8 and 10 of the European
Convention on the Protection of Human Rights and Fundamental Freedoms, permit
Member States to authorise a national court, before which substantive proceedings
have been brought and on the basis merely of a statutory provision stating that: “They
[the national courts] may also issue an injunction against intermediaries whose
services are used by a third party to infringe a copyright or related right’, to order an
[ISP] to install, for all its customers, in abstracto and as a preventive measure,
exclusively at the cost of that ISP and for an unlimited period, a system for filtering all
electronic communications, both incoming and outgoing, passing via its services, in
particular those involving the use of peer-to-peer software, in order to identify on its
network the movement of electronic files containing a musical, cinematographic or
audio-visual work in respect of which the applicant claims to hold rights, and
subsequently to block the transfer of such files, either at the point at which they are
requested or at which they are sent?

(2)  If the answer to the [first] question ... is in the affirmative, do those directives require
a national court, called upon to give a ruling on an application for an injunction against
an intermediary whose services are used by a third party to infringe a copyright, to
apply the principle of proportionality when deciding on the effectiveness and
dissuasive effect of the measure sought?’

Consideration of the questions referred

By its questions, the referring court asks, in essence, whether Directives 2000/31, 2001/29,
2004/48, 95/46 and 2002/58, read together and construed in the light of the requirements
stemming from the protection of the applicable fundamental rights, must be interpreted as
precluding an injunction imposed on an ISP to introduce a system for filtering
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30

31

32

33

34
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36

- all electronic communications passing via its services, in particular those involving
the use of peer-to-peer software;

—  which applies indiscriminately to all its customers;
- as a preventive measure;

- exclusively at its expense; and

- for an unlimited period,

which is capable of identifying on that provider’s network the movement of electronic files
containing a musical, cinematographic or audio-visual work in respect of which the
applicant claims to hold intellectual property rights, with a view to blocking the transfer of
files the sharing of which infringes copyright (‘the contested filtering system’).

In that regard, it should first be recalled that, under Article 8(3) of Directive 2001/29 and
the third sentence of Article 11 of Directive 2004/48, holders of intellectual property nghts
may apply for an injunction against intermediaries, such as ISPs, whose services are being
used by a third party to infringe their rights.

Next, it follows from the Court’s case-law that the jurisdiction conferred on national courts,
in accordance with those provisions, must allow them to order those intermediaries to take
measures aimed not only at bringing to an end infringements already committed against
intellectual-property rights using their information-society services, but also at preventing
further infringements (see, to that effect, Case C-324/09 L’Oréal and Others [2011] ECR
[-0000, paragraph 131).

Lastly, it follows from that same case-law that the rules for the operation of the injunctions
for which the Member States must provide under Article 8(3) of Directive 2001/29 and the
third sentence of Article 11 of Directive 2004/48, such as those relating to the conditions to
be met and to the procedure to be followed, are a matter for national law (see, mufatis
mutandis, L’Oréal and Others, paragraph 135).

That being so, those national rules, and likewise their application by the national courts,
must observe the limitations arising from Directives 2001/29 and 2004/48 and from the
sources of law to which those directives refer (see, to that effect, L'Oréal and Others,
paragraph 138).

Thus, in accordance with recital 16 in the preamble to Directive 2001/29 and Article 2(3)(a)
of Directive 2004/48, those rules laid down by the Member States may not affect the
provisions of Directive 2000/31 and, more specifically, Articles 12 to 15 thereof.

Consequently, those rules must, in particular, respect Article 15(1) of Directive 2000/31,
which prohibits national authorities from adopting measures which would require an ISP to
carry out general monitoring of the information that it transmits on its network.

In that regard, the Court has already ruled that that prohibition applies in particular to
national measures which would require an intermediary provider, such as an ISP, to actively
monitor all the data of each of its customers in order to prevent any future infringement of
intellectual-property rights. Furthermore, such a general monitoring obligation would be
incompatible with Article 3 of Directive 2004/48, which states that the measures referred to
by the directive must be fair and proportionate and must not be excessively costly (see
L’Oréal and Others, paragraph 139).
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In those circumstances, it is necessary to examine whether the injunction at issue in the
main proceedings, which would require the ISP to install the contested filtering system,
would oblige it, as part of that system, to actively monitor all the data of each of its
customers in order to prevent any future infringement of intellectual-property rights.

In that regard, it is common ground that implementation of that filtering system would
require

_ first, that the ISP identify, within all of the electronic communications of all its
customers, the files relating to peer-to-peer traffic;

- secondly, that it identify, within that traffic, the files containing works 1n respect of
which holders of intellectual-property rights claim to hold rights;

- thirdly, that it determine which of those files are being shared unlawfully; and
- fourthly, that it block file sharing that it considers to be unlawful.

Preventive monitoring of this kind would thus require active observation of all electronic
communications conducted on the network of the ISP concerned and, consequently, would
encompass all information to be transmitted and all customers using that network.

In the light of the foregoing, it must be held that the injunction imposed on the ISP
concerned requiring it to install the contested filtering system would oblige it to actively
monitor all the data relating to each of its customers in order to prevent any future
infringement of intellectual-property rights. It follows that that injunction would require the
ISP to carry out general monitoring, something which is prohibited by Article 15(1) of
Directive 2000/31.

In order to assess whether that injunction is consistent with European Union law, account
must also be taken of the requirements that stem from the protection of the applicable
fundamental rights, such as those mentioned by the referring court.

In that regard, it should be recalled that the injunction at issue m the main proceedings
pursues the aim of ensuring the protection of copyright, which is an intellectual-property
right, which may be infringed by the pature and content of certain electronic
communications conducted through the network of the ISP concerned.

The protection of the right to intellectual property is indeed enshrined in Article 17(2) of the

Charter of Fundamental Rights of the European Union (‘the Charter”). There is, however,
nothing whatsoever in the wording of that provision or in the Court’s case-law to suggest
that that right is inviolable and must for that reason be absolutely protected.

As paragraphs 62 to 68 of the judgment in Case C~275/06 Promusicae [2008] ECR 1-271
make clear, the protection of the fundamental right to property, which includes the rights
linked to intellectual property, must be balanced against the protection of other fundamental

rights.

More specifically, it follows from paragraph 68 of that judgment that, in the context of
measures adopted to protect copyright holders, national authorities and courts must strike a
fair balance between the protection of copyright and the protection of the fundamental rights
of individuals who are affected by such measures.
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Accordingly, in circumstances such as those in the main proceedings, national authorities
and courts must, in particular, strike a fair balance between the protection of the intellectual
property right enjoyed by copyright holders and that of the freedom to conduct a business
enjoyed by operators such as ISPs pursuant to Article 16 of the Charter.

In the present case, the injunction requiring the installation of the contested filtering system

involves monitoring all the electronic communications made through the network of the ISP
concemed in the interests of those rightholders. Moreover, that monitoring has no limitation
in time, is directed at all future infringements and is intended to protect not only existing
works, but also future works that have not yet been created at the time when the system is
introduced.

Accordingly, such an injunction would result in a serious infringement of the freedom of

the ISP concerned to conduct its business since it would require that ISP to install a
complicated, costly, permanent computer system at its own expense, which would also be
contrary to the conditions laid down in Article 3(1) of Directive 2004/48, which requires that
measures to ensure the respect of intellectual-property rights should not be unnecessarily
complicated or costly.

In those circumstances, it must be held that the injunction to install the contested filtering
system is to be regarded as not respecting the requirement that a fair balance be struck
between, on the one hand, the protection of the intellectual-property right enjoyed by
copyright holders, and, on the other hand, that of the freedom to conduct business enjoyed
by operators such as ISPs.

Moreover, the effects of that injunction would not be limited to the ISP concerned, as the
contested filtering system may also infringe the fundamental rights of that ISP’s customers,
namely their right to protection of their personal data and their freedom to receive or impart
information, which are rights safeguarded by Articles 8 and 11 of the Charter respectively.

It is commeon ground, first, that the injunction requiring installation of the contested filtering

system would involve a systematic analysis of all content and the collection and
identification of users’ IP addresses from which unlawful content on the network is sent.
Those addresses are protected personal data because they allow those users to be precisely
identified.

Secondly, that injunction could potentially undermine freedom of information since that
system might not distinguish adequately between unlawful content and lawful content, with
the result that its introduction could lead to the blocking of lawful communications. Indeed,
it is not contested that the reply to the question whether a transmission is lawful also
depends on the application of statutory exceptions to copyright which vary from one
Member State to another. Moreover, in some Member States certain works fall within the
public domain or can be posted online free of charge by the authors concerned.

Consequently, it must be held that, in adopting the injunction requiring the ISP to install the
contested filtering system, the pational court concerned would not be respecting the
requirement that a fair balance be struck between the right to intellectual property, on the
one hand, and the freedom to conduct business, the right to protection of personal data and
the freedom to receive or impart information, on the other.

In the light of the foregoing, the answer to the questions submitted is that Directives
2000/31, 2001/29, 2004/48, 95/46 and 2002/38, read together and construed in the light of
the requirements stemming from the protection of the applicable fundamental rights, must be
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interpreted as precluding an injunction made against an ISP which requires it to install the
contested filtering systiem.

Costs

55  Since these proceedings are, for the parties to the main proceedings, 2 step 1o the action
pending before the national court, the decision on coSts is a matter for that court. Costs
incurred in submitting observations to the Court, other than the costs of those parties, are not
recoverable.

On those grounds, the Court (Third Chamber) hereby rules:
Directives:

- 2000/31/EC of the European Parliament and of the Council of 8 June 2000 on
certain legal aspects of information society services, in particular electronic
commerce, in the Internal Market (‘Directive on electronic commerce’);

- 2001/29/EC of the European Parliament and of the Council of 22 May 2001 on
the harmonisation of certain aspects of copyright and related rights in the
information society;

- 2004/48/EC of the European Parliament and of the Council of 29 April 2004 on
the enforcement of intellectual property rights ;

- 95/46/EC of the European Parliament and of the Council of 24 October 1995 on
the protection of individuals with regard to the processing of personal data and
on the free movement of such data; and

- 2002/58/EC of the European Parliament and of the Council of 12 July 2002
concerning the processing of personal data and the protection of privacy in the
electronic communications sector (Directive on privacy and electronic
communications),

read together and construed in the light of the requirements stemming from the
protection of the applicable fundamental rights, must be interpreted as
precluding an injunction made against an internet service provider which
requires it to install a system for filtering

- all electronic communications passing via its services, in particular those
involving the use of peer-to-peer software;

- which applies indiscriminately to all its customers;
- as a preventive measure;

- exclusively at its expense; and

- for an unlimited period,

which is capable of identifying on that provider’s network the movement of electronic
files containing a musical, cinematographic or audio-visual work in respect of which
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the applicant claims to hold intellectual-property rights, with a view to blocking the
transfer of files the sharing of which infringes copyright.

[Signatures]

* Language of the case: French.
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